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SRIKRISHNA PANEL ENGAGED IN TALKS WITH STAKEHOLDERS

Expect robust data protection
legislation by year-end: Prasad

‘Law to walk fine balance between data sovereignty and making data available for innovation’

SANDEEPSINGH
& ANILSASI
NEW DELHI, SEPTEMBER 13

THE GOVERNMENT expects to
put in place a“robust” legislative
framework for data protection
by the end of this year, Law and
ITMinister Ravi Shankar Prasad
said on Wednesday.

Speaking to The Indian
Express, Prasad said the proposed
legislation would be based on a
structured report that is ex-
pected to be submitted by a
committee tasked withidentify-
ing key data protection issues.
The proposed law, he said, would
walk the“fine balance” between
the need to respect data sover-
eignty of Indians and making

, data available for those support-
- ing innovation.

“I hope the data protection
law should come by the end of
this year.You are dealingwith an
issue which is of seminal impor-
tance and I have myself re-
quested that there should be
widest debateamong the stake-
holders. Those advocating pri-
vacy and those supporting inno-
vation — allshould be heard. My
view is that India’s data protec-
tion law must become a mile-
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stone,” Prasad said.

Thelegislationfordata protec-
tioncomes inthe backdropof the
Supreme Court Constitution
Bench's verdict on August 24 de-
claring right to privacy a funda-
mental rightand the impact ofthe
ruling by the nine-judge benchon
the case involving Aadhaar, the va-
lidity of which has been chal-
lenged incourt. While the privacy
Judgement was limited tothe is-
sue of right to privacy, the matter
of whetherAadhaar violates right
to privacywill be dealt with by the
five-judge bench hearing the pe-
titions since 2015,

On the Aadhaar case, Prasad
said: “We have gota very good
case, wewill argueit. Beyond that,
on amatter thatis subjudice, I

can'tmake acomment.”

The Ministry of Electronics
and Information Technology's
expert group, headed by retired
Supreme Court judge B N
Srikrishna, that is working on
drafting adata protection legisla-
tion, is currently engaged in
wide-ranging discussions with
stakeholders.

Legal backing to data protec-
tion notwithstanding, Prasad also
warned all companies dealing
withdataandsaid that ifanydata
of an individual is released by
name without his or her specific
consent, thecompanies will have
to suffer serious consequences.

“If any specificinstance is
brought to our notice, we will
take action. The company can

use data for only a specific pur-
pose of checking fictitious ac-
counts or for maintenance of
records internally for safety and
they can’tevendisplay thenum-
ber. Actionwill be taken if acom-
pany uses data for some other
purpose,” he said.

Theten-member committee
working on the draft data pro-
tection law includes representa-
tives from the Department of
Telecommunications (DdT ), the
IT Ministry, the Unique
Identification Authority of India
(UIDAI) and the academia.
India's existing data privacy
framework dates back to 2008,
with this being defined under
provisions of the Information
Technology Amended Act, 2008
(ITAA) under Sections 43-A and
72A of the Act.

Compensation for failure to
protect data(Section 43-A) was
introduced by way of anamend-
ment in 2008, which states the
liability of a body corporate to
compensate in case of negli-
genceinmaintaining and secur-
ing “sensitive data”.

Subsequently, IT Rules 2011
were issued by WIPO (World
Intellectual Property
Organisation) defining in detail
the term “sensitive data”, some-

thing thatis lacking in the cur-
rent Indian legislative frame-
work and the rules governing
them. The current legislative
framework also failsto mention
the caseof enterprisesthat store
data and their liability in case of
abreach and the resultantcom-
pensation to Consumers.

There are several templates
for data protection globally, in-
cluding a new regulation in the
EU that entered into force in May
2016.The European Commission,
inJanuary 2012, proposed acom-
prehensive reformof data protec-
tion rules in the EU thataim to
give back to citizens control over
their personal data, and to sim-
plify the regulatory environment
for business.

It lays down the liability of
data breach on the data con-
troller, with provisions provid-
ing for compensation to any per-
son who has been subject to
data breach, fromthe data con-
troller. The data protection re-
form s being seen as a key en-
abler of the Digital Single
Market, which the Commission
has prioritised, Theofficial texts
of the regulation and the direc-
tive were published in the EU of-
ficial journal. The regulation
shall apply fromMay 25,2018,



