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Govt unveils new virtual ID
to protect Aadhaar privacy

SYSTEM OVERHAUL UIDAI says new mechanism will protect Aadhaar numbers, which need not be disclosed
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The new system will allow people to use a temporary number — the virtual identity number —
instead of their original Aadhaar numbers for authentication and know-your-customer (KYC)

NEWDELHL: The Unique Identifica- 16 digits: VID will be a revocable Aadhaar holder's identity, without
tion Authority of India (UIDAI) ' number mapped to an Aadhaar. Itwill | finding out the UID number
on Wednesday putinplacea two- s be impossible to derive UID from it Self-destruct: VIDs will be valid for
layer security mechanism to N ~ Launch: Anyane wishing to prove a defined period and every time a
reinforce privacy protection for 5 their identity can generate a VID new one is generated, the old one
Aadhaar ID number holders. It from March 1and present it to an will lapse
mtrqduced a virtual identifica- : authenhcthn agency, \fvlhich willalso | paadiine: UIDAI has directed all
tionforthe ID holderssothat the carry out fingerprint or iris scans agencies to adapt to the new system
actual Aadhaar numberneednot Two-layer shield: The authentica- | by June 1. Userswill get to generate
be shared to authenticate iden- \ - 3 tor will receive an “agency-specific VID through UIDAl website, enrolment
tity. It also placed more restric- B | unique UID token” confirming the centres and mAaadhaar mobile app
tions on the storage of the Aad- > l]s. B
22;]‘:1);1;2] LR i "'\i “Aadhaar number being a permanent ID for life, there is a need to
o v provide mechanism to ensure its continued use by the Aadhaar number

Theideabehind thechangesis
toaddressprivacy concerns that
haveresultedina legal challenge

holder while optimally protecting the collection and storage of Aadhaar

# A woman at the launch of an Aadhaar-

enabled service in Rajasthan.  HTFILE — IDA circular

number itself in many databases.”

to Aadhaar inthe Supreme Court,
andalsotoprevent potential mis-
use of an individual’s Aadhaar
details.

UIDAI has been under the
scanneroverthe pastfew months
over allegations of access of per-
sonal information by random

entities without the consent of
individual Aadhaar holders.
The virtualID will be a16-digit
random number mapped withthe
Aadhaarnumber. It can only be
generated, replaced or revoked

by the Aadhaar number holder
from time to time.

“Itwillnot be possible toderive
the Aadhaar number from the
virtuallD,” said a UIDAI circular.

Till now, a person had to give

his or her 12-digit identity num-
ber along with other attributes
(demographicand/ or biometrics
and/or through aone-timepass-
word) during authentication or
e-KYC (know your customer) for

accessing various benefits and
servicesfrom service providers
suchasbanksortelcos.

UIDAIalsointroduced the con-
cept of a limited KYC category
thatdoesnotaccess the Aadhaar
number. To enable this, UIDAI
hasintroduced twocategoriesof
an Authentication User Agency
(AUA) — an entity engaged in
providing Aadhaar-enabled ser-
vices. The limited KYC category
isa“Local AUA”, compared with
a“Global AUA”, which willhave
access to e-KYC using the Aad-
haar number.

AnAUA may beagovernment,
public or private legal agency
registered in India, using Aad-
haarauthentication servicespro-
vided by UIDAI

Toenable the “Local AUA™ to
uniquely identify customersina
limited e-KYC environment —
since the virtual ID is a tempo-
rary number andstorage of Aaad-
haar is restricted — the
UIDAI is launching a token
mechanism.
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In response to an authentica-
tionrequestfroma ‘Local AUA,
UIDAI would return a unique
identity token--a 72-character
alpha-numeric string that will
only work in the ‘Local AUA’S’
system.

Expertswelcomed the changes
initiated by UIDAI toenhance
security and protect privacy.

“Tfsomeoneauthenticates you,
they will only have the virtual
number, and even if their data-
basegetshacked all that getslost
is the virtual ID number which
doesn’t put you at risk because
you canalwayschange thisnum-
ber,” said Rahul Matthan, part-
ner at law firm Trilegal and a
Mint columnist.

“Aadhaar is here to stay!
Happy that the @UIDAI has
introduced virtual ID and limited
KYC in the spirit of continuous
innovation to enhance privacy
and security,” former UIDAI
chairman Nandan Nilekani
tweeted on Wednesday.

UIDAIwill bereleasingneces-

sary APIs(Application Program-
mingInterfaces)by1Marchand
allagencieshave beendirected to
make the necessary changes for
the use of virtual ID, UID token
andlimited KYCand operational-
iseitby1June.

“Ifvirtual IDs are made man-
datory (and they aren’t) that
would address the privacy con-
cern of multiple private entities
being able to create detailed pro-
files of you by using your Aad-
haar number. But it wouldn’t
address concerns people have
relating tosecurity, toexclusion
from benefits, to the centralized
biometric database, nor to Aad-
haarfacilitating various govern-
mentsgaininganoverall view of
yourlife,”said Pranesh Prakash,
policy director at the Centre for
Internet and Society,a Bengalu-
ru-based think tank, pointing out
theother gapstobeaddressedin
the Aadhaar infrastructure



