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e carly 138 mililon
() biometric devi-
4. 9 cesinusebythetele-
com sector for Aadhaar auth-
entication have been made
compliant with Unigque Iden-
tification Authority of India’s
(UIDAT} new encryption nor-
ms, aceording 1o Chief Exe-
cutive Officer (CEQ) Ajay Bhu-
shan Pandey.

The move is aimed at add-
ing a new device-level secu-
rity layer at atime when Aad-
haar-based e-K¥YC is being
used by the telecom indus-
try for fresh connections and
re-verification of existing
mobile subscribers, “In the
sector, about 13.8 lakh {1.28
mn) fingerprint devices have
been upgraded as registered
devices with the new engryp-
tign key. Telecom industry is
now fully compliant,” the
CEO said,

Overall, about L5 mudevi-
ces have been “upgraded”,
meaning that these devices,
that were being used in the
field for biometric authenti-
¢ation, have a new layer of
encryption. All new biomet-
ric devices, as it is, have the
latest encryption norms in
place, Pandey added. “In all,
about 15 lakh (1.5 mn) devices
have been upgraded cut of 20
fakh (two mn) such units in
circulation in various sec-
tors... many banks are also in
the process of upgrading their
biometric units,” he said.

Lauding telecom compa-
nies for completing the “mas-
stve” task of rolling out the new
security featiure in existing fin-
gerprint devices, Pandey said

NEW ENCRYPTION NORMS

The move Is simed atadding a
aew device-tevel security layer

the encryption key would
ensure the captured biomet-
rics couldn’ be misused.
“This is like a third fock.
One lock is in form of encryp-
tion at the time of blometric
capture, then it gets further en-
crypted at level of the telecom
operator, and then we have our
own encryption,” he said.
Aadhaar-based e-KYC is
essential for subsceribers going
for new SiMs, Further, in eat-
ly 2017, the government asked
mobile operators 1o reverify
all the existing prepaid and
postpatd customers, with the
12-digit unique identity num-
ber and biometric details.
The exercise is scheduled
tobe completed by early 2018,
VIDAYs next priority would
be te ensure compliance of
new encryption norms in oth-
er uUser agencies like banks
and various government offi-
ces, he said, "We will soon
take stock of those whe have
notcomplied and askthem to
explain why it has not been
done yet”, he said. ;
UIDAL is the nodal body for
rolling out Aadhaar, the 12-dig-
it unique identification num-
ber that identifies residents
based on their biometrics,



