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Treat virtual ID, UID token
as Aadhaar numbel" UIDAI

OUR CORRESPONDENT

NEW DELHI: Virtual ID sys-
tem and UID token are differ-
ent forms of Aadhaar number,
and those should be deemed as
the 12-digit biometric number
for identity verification and to
satisfy regulatory compliance,
the UIDAI said.

Virtual ID system and UID
token -- the two-tier security
system introduced recently to
address privacy concerns -- are
meant to be used by authentica-
tion agencies like telecom firms
that are classified as ‘local AUAs
(authentication user agencies).

The twin features are “dif-
ferent forms of Aadhaar num-
ber”, and “will be deemed as the
Aadhaar number for the pur-
poses of compliance” of regula-
tions, the Unique Identification
Authority of India (UIDAI) has
clarified.

According to a recent
gazette notification, the enti-
ties classified as local Authen-
tication User Agencies or local

AUAs have been directed to
make stipulated changes in
their systems for use of Virtual
ID (VID) and UID token as
substitute of Aadhaar number
and limited eKYC.

The Aadhaar-issuing body,
on July 1, rolled out the Vir-
tual ID (VID) feature which an
Aadhaar-card holder can gen-
erate from its website and pro-
duce for various authentication
purposes, instead of sharing the
actual 12-digit biometric ID.

The VID is a temporary

16-digit, randomly-generated
number that Aadhaar holder
can share for authentication or
KYC services along with his/
her fingerprint in lieu of the
Aadhaar number.

The UID token, on the
other hand, allows authentica-
tion agencies to uniquely iden-
tify their customers within their
systems - in other words ensur-
ing uniqueness of customers in
the system -- without having to
store the Aadhaar number in
their database.

The freshly minted twin fea-
tures are aimed at strengthen-
ing the privacy and security
of Aadhaar data, in the face of
increasing concerns over col-
lection of personal and demo-
graphic details of individuals.

The UIDAT has already clas-
sified all authentication agen-
cies registered with it under two
heads -- global or local.

Banks have been catego-
rised as global AUAs (authen-
tication user agency), and
telecom companies amongst
local AUAs for the purpose
of authentication and KYC
entitlement.

Besides telecom service
providers, National Housing
Bank regulated finance com-
panies, eSign providers, non
life insurance companies and
Non-Banking Financial Com-
panies (NBFC) have also been
classified as local AUAs.

As per the norms laid down
by the UIDAI, global AUAs
will be allowed access to com-
plete KYC with Aadhaar num-

ber, and the entities classified
as local AUAs will have lim-
ited access to KYC details of
customers.

The UIDAT had announced
that its virtual ID mechanism
is “operational” with its var-
ious authentication agencies
from July 1.

The authority, however,
gave banks time until August
31 to deploy the new feature. It
had also said that telecom com-
panies and e-sign companies,
that may not have implemented
the VID system from July 1 will
be charged Rs 0.20 for every
transaction performed thereaf-
ter, a sort of ‘disincentive

The rider, however, is that
in case they are able to fully
migrate to the new platform
by July 31, the entire “authen-
tication transaction charges
imposed for the above said
period of July 1-31, 2018, shall
be waived”.

This was done to nudge
such companies to expedite
the migration process to VID.



