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20k Aadhaar cards available online,
says expert; UIDAI rubbishes claim
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Hyderabad: French security
researcher Baptiste Robert,
who recently exposed vulner-
abilities in TSPost disburse-
ment portal and BSNL data-
base, has now claimed thathe
found 20,000 Aadhaarcardsin
pdf and jpeg formats availa-
ble on websites of both gov-
ernment and nNON-EOVern-
ment agencies across India.
The Unigue Identifica-
tion Authority of India (UI-
DAI) has, however, dismis-
sed his claims, stating that
allegations of a fragile secu-
rity system were irrespon-
sible, justbecause unscrupu-
lous elements put up some
Aadhaar cards on the Net.
Robert, who blacked out
details whileposting samples,
said, “Tfound morethan 20,000
Aadhaar cards after amanual
search in less than three
hours. All cards are in public
domain. No hacking 1s need-

System is secure, says UIDAI

ed. It's open to everybody.”
Another anonymous ha-
cker claiming to be based in
New York and using the han-
dle ‘trollyacharya’ tweeted pi-
ctures on Sunday. “Afterasim-
ple search query, I found an
Aadhaar card dump of Andh-
ra Pradesh government. Mah-
arashtra government has also
put up these key detafls. UP
too has joined the race. They
have uploaded Aadhaar, PAN
cards and passports.”
UIDAThas replied toaTOI
email query, stating — Publi-
cation of Aadhaar cards by

some people have no bearing
on UIDAI and not the least on
Aadhaar security Aadhaar as
an identity documentby its ve-
ry nature needs to be shared
openly with others as and
when required and asked for.
Aadhaar just like any other
identity document, therefore,
isnevertobetreatedasa confl-
dential document. Although
Aadhaarhas tobe shared with
others, it being personal infor-
mation like mobile number;
bank account number, PAN
card, passport and family de-
tails should be ordinarily pro-
tected toensure privacy of the
person. If anybody publishes
someone’s personal informa-
tlon like Aadhaar card, pass-
port, mobile number, bank ac-
count number, he can be sued
for civil damages by the per-
son whose privacy right is in-
fringed upon. In no way, it
threatens or impacts the secu-
rity of the system which has
issued IDs or numbers. For in-
stance, publication of some-

one’ bank account, PAN card
orpassporton the Netdoesnot
impact or threaten the securi-
ty of the banking, income tax
Or passportSystem.

UIDAI further said, “Peo-
ple do often share personal
information on Internet to
some orother serviceprovid-
er or vendor to get services.
Thisdoesn't impact the secu-
rity of any ID system. Aad-
haar is most trusted and
widely held ID that one
shows or presents when
needed. People should freely
use it to prove their identity.
By simply knowing some-
one’s Aadhaar card, one can-
not impersonate and harm
him because Aadhaar alone
is not sufficlent to prove
one’s identity, but requires
biometrics to authenticate
one’s Identity.” Itisreiterated
Aadhaar remains safe and se-
cure and there has not been a
single breach from its biomet-
ric database in last eight
years, itadded.



