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Unique theft vs Unique ID
UP’s ration theft was unique, but it couldn’t get past Aadhaar

HE FACTTHAT such a large theftof PDS rations should take place across43 dis-
tricts in Uttar Pradesh is shocking since most believed that once Aadhaar-based
solutions were put in place, this would be a thing of the past.The list of ration
shopbeneficiaries, afterall, had the Aadhaarnumbersof each person,so oncethe
fingerprint of someonewho came tobuy rations was captured on the biometric scanner,
UIDAIwould have sent a message back saying the biometric matched the given Aadhaar
number. What the scamstersdid, however, was to take the scamming to anotherlevel

Imaginea ration shop that has 10 customers, C1 to C10, and they haveAadhaar num-
bers A1 toA10.What the scamsters did was to retain the namesof thecustomer, say C1,
butinstead of herAadhaarnumber Al intherecord, thiswas replaced bya differentAad-
haarnumber, say, A11. When C11 went to collect the rations, UIDAI was actually being
asked toauthenticate Aadhaar number A11 and, naturally enough, it was authenticated.
When thetransaction was completed, the records were switched againand personC1’s
record now showed the correct Aadhaar number A1. The scam was caught when the
authoritiesfound thatthe same person—in ourexample,C11—wasbuyingrations many
times overand way abovetheprescribed quota allowed. According to TheTimesof India,

¢1.9lakh transactions have beentraced sofar and they pilfered 2.2 lakh tonnes of wheat
and sugarinJuly;that’sover 1,183 kgper person ascomparedtothe 25 kgof wheat/rice
and 5 kg of sugar that each family of five is allowed to buyina month. Whetherthe civil
supplies department was monitoring the authentication requests processed by UIDAI
or whether this happened after consumers complained they were not getting their
rations isnot clear, but itis apparent government departments need to be usingAadhaar
transactions to generate regular compliance reports.

Indeed, the government needs to speed up its Aadhaarverification of bank accounts
and mobile phone numbers for thisvery reason. Right now, scamsters or terrorists can cre-
atebankaccountsor buy mobile phones with fake IDs, but onceAadhaar authenticationis
mandatory, they can easily be identified. Each time an eKYC is done using Aadhaar, the
bankor phone company gets details of the person that include the name,address,ageand
photograph, so weeding out fakes becomes easier. And now that Aadhaar has introduced
facial recognition features, the ability todetect fraudstershas increased even moresince,
at thetime of eKYC, the systemwill itself match the picture of the person openingabank

" account or buying anew SIM with the picture in the Aadhaar database.



