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The Unique Identification Authority of India is being nimble in its approach to solving problems

Tweaking
in 2018

s, Vverthelasifew years, Aad-
{ |\ haarusagehasgoneupsi-
A || gnificantly 2017 wasaban-
%,/ ner year, with the Unique

=" ldentification Authority
of India (UIDAT) servicing 10 billion
authentication requests, and 3.5 bil-
lion electronic-Know Your Custo-
mer (eKYC) requests.

September was the peak, where
the UIDAI serviced an average of 48
million transactions a day. This is
about 14,000 times the usage in Sep-
tember 2012. Thenumber of systems
that depend on Aadhaar as an iden-
tity provider have grown.

2017 was a challenging vear with
many incidents and claims relating
tobiometrics, privacy and exclusion.
The government has had to learn to
walk the line between transparency
and privacy, andnow deal with the at-
tentions of international hackers, all
inthe middle of a very noisy debate.

Thegrowthand acoompanyingch-
allengesareareflectionof the incre-
ased digitisation, and formalisation,
of theeconomy, Beingat the leading
edgeof change, Aadhaar hasbecome
thelighiningrod for discussionsaro-
und privacy and governance.

Out of these tough times, much
good has comeforth. The Justice Sri-
krishnaCommitiee islooking athow
users and their data must be protec-
ted through a new law. The Supreme
Court has read a right to privacy in
the Constitution. The UIDAThasem-
ergedasaresponsive, nimbleorgani-
sation and a problem-solver.

Looking at the recent changes in
authentication, registered devices,
virtual identity number, tokenisati-
on,limited eKYC and face-matching,
itappears that the UIDAI isset to tac-
Kkle the issues, and to deliver on the
promisesof inclusion and security.

Registered devices ensure thatbio-
metrics are captured live from sen-
sors, digitally signed, encryvpted and
sent to the UIDAIT without the possi-
bility of interception, tampering or
the injection of stored biometrics.
This change was rolled out in 2017
and isnow nearly complete, Userssh-
ould be confident thatnoagency can
intercept their biometrics, and use
them for a different transaction.
Virtual identification number and
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tokenisation will ensure that most
user agencieswillnotbeable tostore
Aadhaar number. They will not be
able touse itfor unauthorisedlinka-
ge of databases. Limited eKYC adds
more supporttothisbyreducing the
spread of sensitive information, im-
proving on privacy protections.

Face-matching will improve on in-
clusion. It willallow users whowere
previously unable to authenticate
withfingerprinissee higher success
rates. Itwillalsoimprovesecurity for
applications that currently use only
aone-time password. Self-serviceap-
plications will also use this feature.

Other than authentication, the
UIDAI has also made changes to the
enrolment and update ecosystem. It
hasmoved allenrolment and update
activity to govern-

governments have
been asked to en-
sure at least three
centresineachblo-
ck/taluka. Asare-
sult, there will be |
capacity for upda-
tes and enrolme-
nts under greater |
supervision. by
So,In2018, Aad- |
haarusagewillcr- |
nss3obillionauth- |
enticationtransac- E

tions, The UIDAI Justtake the right steps now

will support the

ecosystem to upgrade. It will conti-
nue to be responsive to user needs
and make changes. These will inclu-
deupdating process through techno-
logy and the rollout of update cent-
res. There willbeafocuson auditing
applications and grievance redres-
sal. As a result, users should feel sa-
fer that the UIDAI is monitoring the
ecosystem and on a journey of con-
tinuous improvement.

Beyond Aadhaar, our lives are go-
ing to be more digital. Much rema-
Ins to be done to protect our privacy.
This is the year we will see the law
come upfor that.
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