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‘No misuse of Aadhaar biometrics’

UIDAI says direct benefit transfers result in
savings of over 49,000 crore

OUR BUREAU

NewDelhl, March 5

The personal data of individuals
in possession of the UIDAI is
“fully safe” and “secure”, and
there Is no misuse of Aadhaar
biometrics leading to .identity
theft or financial loss, the gov-
ernment has said.

Moreover, Aadhaar-based Dir-
ect Benefit Transfers have resul-
ted:In savings of over %49,000
crore over the past two-and-a-
half years.

Responding to recent news re-
ports and social media chatter,
the Unique Identification Au-
thority of India (UIDAI) denied
that there had been a'breach of
Aadhaar data, or the creation of
parallel databases. '

UIDAI uses one of world's host
advanced encryption technolo-

gies in transmission and storage

of data. As a result, during the
past seven years, there has been
no report of breach or leak of res-
idents’ data out of UIDAL the
statement added.

The Authority is continuously
updating its security parameters
looking at the new threats in cy-
ber space. It also undertakes se-
curity audits and takes necessary
steps to augment its security fea-
tures.

With reference to an incident
of misuse of biometrics, UIDAI
said it wds an isolated case of an
employee working with a bank’s
Business Correspondent’s com-
pany making an attempt to mis-
use his own biometrics which
was detected by UIDAI's internal
security system. Actions under
the Aadhaar Act have been initi-
ated on the matter.

On reports of misuse of eKYC

Officials collecting pgrsonal
data for Aadhaar card registration
(file phOtO) SHANKER CHAKRAVARTY.

data by various agencies and also
allegations that thé e-KYC API i3
available in public domain, the
Authority said that E-KYC APIs are
available only 1o authorised Au-
thentication User Agencies
(AUAs) and e-KYC User agencies
(KUAs) through authorised Au-
thentication Service agencies
{ASAs).

With reference to reports that
there are no extant regulations
available to prevent storage and
misuse of e-KYC data, while cit-

ing instances like capturing iris
data from high-resolution pho-
tographs, UIDAI said there are
stringent provisions in the
Aadhaar (Authentication) Regu-
lations governing the usage of e-
KYC data, including storage and
sharing, resident consent being

-paramount in both cases.

Authorised agencles

The statement said reports also
speak of private agencies hired
by mobite operators and banks

for eKYC leading to availability of

these data in a parallel database,
and the vulnerabilities in the
scenario where no privacy laws
exist, In this regard; the state-
ment points out thit Aadhaar
authentication or eKYC is only
available to autherised agencies
whose appointment, responsib-
ilities, statutory obligations,
penal provisions for contraven-
tions are clearly provided for in
the Aadhaar Act and the regula-
tions framed thereu'nder.



