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UIDAI Launches Bug Bounty Programme to
Further Strengthen Aadhaar Security
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Morning India

UIDAI launches bug bounty
programme to strengthen
Aadhaar security

NEW DELHI

: The Unique
[dentification Authority of

India on Wednesday
launched structured Bug
Bounty Programme to fur-
ther strengthen the security
of the Aadhaar system, invit-
ing independent cybersecuri-
ty experts to identify vulnera-
bilities in digital platforms.

A panel of 20 experienced
security researchers and eth-
ical hackers has been select-
ed to look for possible weak-
nesses in some of UIDAI's key
digital platforms, an official
statement said.

They will examine UIDAI
digital assets such as UIDAI
official website, myAadhaar
portal and the Secure QR
Code application.

Researchers will check
these systems for vulnerabili-
ties classified as Critical,
High, Medium and Low risk
and will receive rewards in
line with the severity of
issues they find, the state-
ment from Ministry of
Electronics &amp; IT said.

The ministry said the pro-
gramme is being run in part-
nership with M/s ComOlho IT
Private Limited, a cybersecus-

New Delhi, March 11
(IANS) The Unique
[dentification Authority of
India on Wednesday
launched structured Bug
Bounty Programme to
further strengthen the
security of the Aadhaar

sysiem, lnviting
independent cybersecurity
experts to identify
vulnerabilities in digital
platforms.

A panel of 20
experienced  security

researchers and ethical
hackers has been selected

rity solution provider,

The new Bug Bounty
Programme is another exam-
ple of how UIDAI continuous-
ly strives to further strength-
en and ensure that its plat-
forms remain secure for resi-
dents and stakeholders, the
statement noted.

Such programmes are
widely used around the
world by major technology
platforms to make digital sys-
tems safer and more future
ready.

UIDAI believes informa-
tion security is critical in
today's digital world, and
UIDAI s fnmlnuﬁusly
engaged in improving its dig-
ital assets keeping people's
interest in mind, it added.

The authority already
uses several layers of protec-
tion, including regular secu-

rity audits, vulnerability
assessments, penetration
testing, and continuous mon-
itoring.

UIDAI recently

announced covering over
1.03 lakh schools nationwide
to facilitate mandatory bio-
metric updates (MBU) for
students under Aadhaar. The
initiative has enabled nearly
1.2 crore children to com-
plete their biometric updates
within their school premises.
The mission-mode drive
began in September 2025 fol-
lowing integration with the
Unified District Information
System for Education Plus
(UDISE+) platform of the
Department  of  School
Education &amp; Literacy.
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Aadhaar Bug Bounty
Programme to {ind
security flaws in
digital platforms

New Delhi: The Unique Identification
Authority of India (UIDAI) has come up with
a new programme that invites ethical hacker
and cybersecurity experts to find security
flaws in systems linked to Aadhaar. The
initiative, called the Aadhaar Bug Bounty
Programme, is meant to improve the security
of platforms that handle Aadhaar-related

services.

With this idea the UIDAI wants experienced
security researchers to test certain digital
platforms run by UIDAI and report any
weaknesses they find. If a genuine
vulnerability is discovered and reported
responsibly, the researcher may receive a
reward depending on how serious the issue

1S.

THE AVENUE MAIL
JIDAI launches hug bounty pmgramme to strenathen Aadhaar security

to look for possible
weaknesses in some of

UIDAIl's key digital

UIDAI digital assets such
as UIDAI official website,
myAadhaar portal and the

partnership

with M/s
Cﬂlehu IT Private
Limited, a cybersecurity

UIDAI Launches Bug Bounty Programme to
Further Strengthen Aadhaar Security
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UIDAI Launches Bug Bounty Programme to
Further Strengthen Aadhaar Security
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UIDAI Launches Bug Bounty Programme to
Further Strengthen Aadhaar Security

/ NEWS

UIDAI Launches Bug Bounty

Programme To Strengthen -

UIDAI launches bug bounty
programme to strengthen Aadhaar
security

UIDAI Launches First Structured Bug Bounty
Programme To Strengthen Aadhaar System Security

Aadhaar Cybersecurity

| Unique Identification Authority of India

wovernment of India

2

AADHAAR

A panel of 20 experienced security
researchers and ethical hackers has been
selected to look for possible weaknesses in
some of UIDAI’s key digital platforms, an
official statement said.

| Last Updated: Mar 12, 2026, 08:21 AM IST | Source: IANS

The Unique Identification Authority of India (UIDAI) launched
its first structured Bug Bounty Programme to further
strengthen the security of the Aadhaar system. The
Programme adds another layer of protection by inviting
independent experts to help identify any hidden risks. The
Ministry of Electronics and Information Technology said that
the programme allows cyber security experts to look for
possible weaknesses in some of UIDAI's key digital platforms.
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The Unique Identification Authority of India (UIDAI)

has launched its first structured Bug Bounty

New Delhi: The Unique Identification Authority of India

on Wednesday launched structured Bug Bounty

Programme to enhance the security of the Aadhaar Programme to further strengthen the security of the

ecosystem by inviting cybersecurity experts to Aadhaar system, inviting independent cybersecurity

Identify potential vulnerabilities in its digital . . e,
yP d experts to identify vulnerabllities in digital platforms.
plotforms. The new initiative reaffirms UIDAI's continuous efforts to

further strengthen and ensure that its platforms remain
secure for residents and stakeholders. The Ministry informed
that a panel of 20 experienced security researchers and
ethical hackers has been selected to take part in the
Initiative. It added they will examine UIDAI digital assets such
as UIDAI official website, myAadhaar portal and the Secure
QR Code application.

BIOMETRIC

UPDATE.COM

Under the initiative, a panel of 20 experienced A panel of 20 experienced security researchers and

security researchers and ethical hackers has been ethical hackers has been selected to look for possible

selected to examine key UIDAI digital assets, weaknesses in some of UIDAI’s key digital platforms,

including the official UIDAI website, the myAadhaar an official statement said.

portal and the Secure QR Code application.

The Statesman

UIDALI launches bug bounty
programme to further strengthen
Aadhaar security

BHARAT

UIDAI launches program to
identify, block vulnerabilities in
Aadhaar biometric database

UIDAI Launches Bug Bounty
Programme To Strengthen
Aadhaar Security

New Delhi: The Unique
Identification Authority of India on
Wednesday launched a structured
Bug Bounty Programme to further
strengthen the security of the
Aadhaar system, inviting
independent cybersecurity experts

The Unique Identification Authority of India (UIDAI) has

launched its first structured Bug Bounty Programme to

further strengthen the security of the Aadhaar system.

The programme allows cybersecurity experts to look for
possible weaknesses 1n some of UIDAI’s key digital
platforms. If they find genuine security gaps and report

them responsibly, they will receive rewards based on the

seriousness of the issue.

A bug bounty program whose objective is to enhance
security around the Central Identities Data Repository
(CIDR) - the database holding biometric information of
over 1.3 billion Aadhaar card holders - has been
launched by the Unique ldentification Authority of India
(UIDAI).

In cyber security, a bug bounty program is a process by
which individuals, usually ethical hackers, are
compensated to identify bugs and vulnerabilities in
order to avoid widespread data security breaches.

to 1dentify vulnerabilities in digital
platforms. A panel of 20 experienced
securlty researchers and ethical
hackers has been selected to look for
possible weaknesses 1n some of
UIDAI's key digital platforms, an
official statement said.

(The list is not exhaustive. Only headline & small part is used for visual clarity)
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UIDAI Launches Bug Bounty
Programme to Strengthen Aadhaar
Security

program to secure Aadhaar

eCo Syste m The Unique Identification Authority of India (UIDAT) has

security rewards: How to
participate, eligibility, and all

other detalils
The Unique ldentification Authority of India

(UIDAI) has announced the launch of its first
structured Aadhaar Bug Bounty Programme

introduced its first structured Bug Bounty Programme to

As reported by The Cyber Express, the Unique
Identification Authority of India (UIDAI) has launched
a structured bug bounty program to enhance the

enhance the security of the Aadhaar ecosystem. The
initiative mvites cybersecurity experts to identity

vulnerabilities 1n key UIDAI digital platforms and report

cybersecurity of its Aadhaar ecosystem. them responsibly. In return, participants will receive

rewards based on the severity of the security 1ssues

aimed at strengthening the security of The UIDAI bug bounty initiative involves a panel of 20

discovered. The programme aims to strengthen the

Aadhaar-related digital platforms. The selected security researchers who will assess critical

protection of Aadhaar-related digital infrastructure 1 an

digital platforms, including the official website,

Initiative invites cybersecurity experts and increasingly complex cyber environment.

myAadhaar portal, and the Secure QR Code

ethical hackers to identify vulnerabilities in

application. Participants are tasked with discovering Purpose of the Bug Bounty Initiative

key UIDAI systems and report them potential security weaknesses and reporting them

responsibly. through official channels using responsible disclosure Bug bounty programmes are widely used across the

practices. Vulnerabilities will be classified into four technology mdustry to improve digital security. Under this

initiative, selected cybersecurity researchers and ethical

According to the official announcement, the tiers: Critical, High, Medium, and Low, with rewards

orogramme is designed to enhance security offered based on severity and impact. UIDAI is hackers will examine UIDATI’s digital systems to detect

collaborating with cybersecurity firm ComOlho IT possible vulnerabilities. By encouraging independent

by leveraging the expertise of independent

Private Limited to manage the program, streamline experts to test the platforms, UIDAI aims to 1dentity

researchers who can help detect weaknesses

communication, and oversee the vulnerability hidden risks and address them betfore they can be

that may not surface during routine security

’ NewsBYytes

UIDALI launches 1st bug bounty

program to secure Aadhaar data
Mar 15, 2026

submission process. exploited.

A

Addai247

audits.
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UIDALI starts bug bounty program

UIDAI Launches Bug Bount '
aunches bug bounty to strengthen Aadhaar security

Program to Strengthen Digital
Protection For Aadhar

UIDALI launches its first Bug Bounty Program
to strengthen Aadhaar security. Twenty ethical
hackers and cybersecurity researchers will
1dentify vulnerabilities in UIDAI website,
myAadhaar portal and Secure QR Code system,
with rewards based on risk severity.

To further strengthen the digital security of the Aadhaar
system, the Unique Identification Authority of India
(UIDAI) has launched a new bug bounty program. Under

NAME : XXXX
DOB : XXXX
GENDER : XXXX =

this, cyber security experts and ethical hackers have been

4444 3333 G6E6E 8BRS invited to 1dentify possible vulnerabilities in digital

HIER - R fafere ugem uiferasor

platforms.

The Unique Identification Authority of India (UIDAT) has According to the Ministry of Electronics and Information

UIDAI has invited 20 top security researchers _ _ . ’
launched 1ts first of structured Bug Bounty Program. This Technology, a panel of 20 experienced security researchers

UIDALI just kicked off its first structured Bug Bounty and ethical hackers has been selected under this initiative.

program launch to further strengthen the security of the

VPRI 3% MR RS, IRNLURE A7 B BRIy These experts will conduct security checks of the major

digital platforms of UIDALI

Aadhaar digital ecosystem. This initiative aims to 1dentify

researchers and ethical hackers to hunt for weaknesses 1n

potential vulnerabilities in key UIDAI digital platforms
the Aadhaar ecosystem.

Their mission: spot and report bugs in major platforms through the expertise of cybersecurity professionals.

like the UIDAI website, myAadhaar portal, and Secure Under this program selected ethical hackers and security

QR Code app, helping protect Aadhaar's large-scale researchers will examine UIDAI systems for possible

identity data. weaknesses.

(The list is not exhaustive. Only headline & small part is used for visual clarity)
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Media Coverage-6

@ Indian Masterminds

UIDAI Launches Bug Bounty

Programme to Strengthen Aadhaar

Security and Protect Citizen Data

New Delhi: The Unique Identification Authority of India
(UIDAI) has launched its first structured Bug Bounty

Programme to further enhance the security of the Aadhaar

system, the cornerstone of India’s digital identity

ecosystem. This iitiative invites cybersecurity experts to

identify vulnerabilities in UIDAI’s key digital platforms,

reinforcing the authority’s commitment to protecting

citizen data.

Aadicncec

MEDI A GROUM

UIDAI Launches Bug Bounty
Programme To Strengthen
Aadhaar Cybersecurity

The Unique ldentification Authority of India has
launched its first structured Bug Bounty
Programme aimed at further strengthening the
cybersecurity architecture of the Aadhaar
ecosystem. The initiative seeks to engage
Independent cybersecurity researchers and ethical
hackers to identify potential vulnerabilities in key
Aadhaar related digital platforms.

According to the announcement, the programme
forms part of UIDAI's broader efforts to
continuously improve the security framework of its
digital infrastructure and ensure the protection of
Aadhaar related services used by residents across
the country.

UIDAI Launches Bug Bounty Programme to
Further Strengthen Aadhaar Security

STHZ 3S1IcTl

Aadhaar Security: 3THR bl &

gt 31k worgE, i @em &
feT 20 vfefepet 81 &1 Y9 dIR

YITSSITITE 7 §HD oIy Veb TRiEd a7 A13¢T BrishH Y&
fehaT 21 S BIUHH &b ded ATSeR YR&IT ATLHBdT 3R I
SJs PO UHE Tefoied WiehiH Bl STid Bl Al d fodt
YR WTHT bl Tge d & 3R 3Fh! STHBRT foiHeRt
& g1 UTfHH0T Bl <d B dl 3= ST a1 SITQm| a8
SATH 39 WTHT ol THRAT & 3TIR R dd fdar ST
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Policy Bites 11 March 2026

UIDAI: Bug Bounty Programme to
Strengthen Aadhaar Security

SDG 16: Peace, Justice and Strong Institutions | SDG 9: Industry, Innovation and
Infrastructure

Unique Identification Authority of India UIDAI | Ministry of Electronics and
Information Technology MeitY

The Unique Identification Authority of India (UIDAI)
officially launched its "Bug Bounty Programme,’
inviting the cybersecurity community to identify
and report potential vulnerabilities in the Aadhaar
system. This initiative is designed to add an extra
layer of high-fidelity security to the world's largest
digital identity platform by leveraging the collective
intelligence of "white-hat" hackers and independent
security researchers. The programme acts as a
primary mechanic for proactive risk mitigation,
ensuring that any technical loopholes are identified
and remediated before they can be exploited by
malicious actors. By incentivizing ethical disclosure,
the UIDAI serves as a facilitator for building a more
resilient and transparent digital infrastructure,
which is a functional prerequisite for maintaining
public trust in the national digital ID ecosystem.

(The list is not exhaustive. Only headline & small part is used for visual clarity)
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