F. no.: HQ-13031/1/2022-AUTH-1 HQ (Comp No. 13927)/3 013
Unique Identification Authority of India
(Authentication and Verification Division)

UIDAI Head Office, Bangla Sahib Road,
Gole Market, New Delhi — 110001
Dated: 04.11.2025

Circular No. 14 of 2025

Subject: Revised guidelines for hosting Hardware Security Module (HSM), Aadhaar Data
Vault (ADV) and authentication application on premises and cloud infrastructure for Aadhaar
Authentication Ecosystem.

This circular superseded the UIDAI circular no. 11020/205/2017-UIDAI (Auth-I) dated
25.07.2017, Circular 8 of 2025 dated 18.07.2025 on ADV implementation and shall be read in
continuation of UIDAI circular No. 11020/204/2017-UIDAI (Auth-I) dated 22.06.2017 on
HSM implementation.

2. All requesting entities (REs) are directed to mandatorily store Aadhaar numbers and any
connected Aadhaar data (¢.g. eKYC XML containing Aadhaar number and demographic data)
on a separate secure database/vault/system. This system will be termed as “Aadhaar Data
Vault” and will be the only place where Aadhaar Number and any connected data will be
stored.

3. Entities are allowed to securely store UID Tokens or any relevant demographic data and/or
photo of the Aadhaar Number Holder in their local database in encrypted manner with
Cryptographic Algorithms (Symmetric/Asymmetric Encryption) as long as Aadhaar Number
is not stored in those systems.

4. Requesting entities are strictly prohibited for storing Aadhaar number or related data from
the requested inputs by the Aadhaar number holder in Authentication/eKYC request.

5. The ADV implemented by a requesting entity must be hosted on either of the following

(a) on-premises (within the secure premises of the requesting entity/technical service
provider);

(b) on a Government Community Cloud (GCC) platform-based cloud, empaneled by
MeitY (Ministry of Electronics and IT), Govt. of India, list of those Cloud Service
Providers (CSP) are available at Attps:// www.ambud meity.gov.in ; and

(¢) ADV as-a-service provided by UIDAI Requesting Entities.

6. In case of GCC platform-based cloud implementation or ADV as-a-service based
implementation, the annual System and Organization Controls (SOC 2) Type II audit of the
cloud infrastructure must be conducted by Cert-IN empanelled auditor agency authorized
for cloud security audit and this has to be ensured by the concerned requesting entity.
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7. Requesting entities must ensure the following for ADV implementation:

(a)

(b)

(c)

(d)

(e)

Q)

(2)

(h)

(i)

0)

(k)

The GCC provider or the entity providing ADV as-a-service must be compliant
with UIDAI security and privacy standards and ensure complete logical
segregation of ADV for each requesting entity.

Each Aadhaar number is to be referred by an additional key called as Reference
Key. Mapping of reference key and Aadhaar number is to be maintained in the
Aadhaar Data Vault.

All business use-cases of entities shall use this Reference Key instead of Aadhaar
number in all systems where such reference key need to be stored/mapped, i.e. all
tables/systems requiring storage of Aadhaar numbers for their business transactions
should from now onwards maintain only the reference key. Actual Aadhaar number
should not be stored in any business databases other than ADV.

The data in ADV shall be stored in a single logical instance for each entity with the
corresponding reference key which must be generated and used. Access to Aadhaar
Data Vault shall be made secure and accessed through internal systems only.
Aadhaar data must be stored in an encrypted format using strong algorithms like
AES-256 (or higher) or as specified in latest Authentication API.

High Availability and Disaster Recovery (HA/DR) shall be in place for the ADV
with the same level of security along with dual redundant connectivity to the ASAs.
It should have sufficient bandwidth based on respective anticipated transaction
volume.

The Aadhaar Data Vault containing Aadhaar number/data and the referencing
system must be kept in a highly restricted network zone that is isolated from any
untrusted zone and other internal network zones.

Only trusted communication channels and secure APIs/microservices, shall be used
for data access in vault. All access must be routed through authenticated
applications with appropriate user authentication, authorization and logging
mechanisms.

Robust access control, monitoring and alerting systems must be implemented to
detect and prevent unauthorized access to ADV. Ensure strict implementation of
Identity and Access Management (IAM) so that only authorized personnel and
systems can access the vault. All access must be logged and monitored.

The Aadhaar Data Vault should support mechanisms for secure deletion/update of
Aadhaar number and corresponding data if any as required by the data retention
policy of the entities.

The chosen Reference Key generation method is to ensure that the recovery of the
original Aadhaar number must not be computationally feasible knowing only the
reference key or number of reference keys. Hashing of Aadhaar numbers is not
allowed to be used as Reference keys.
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8. Requesting entities and Authentication Service Agencies (ASA) must mandatorily
implement the Hardware Security Module (HSM) for cryptographic operations (such as
signing of authentication request, encryption/decryption of ADV data, decryption of eKYC
response data or any other operation as mandated by UIDAI time to time). The HSM must
be hosted as either of the following:

(a) on-premises (within the secure premises of the requesting entity),

(b) on a Government Community Cloud (GCC) platform-based cloud, empaneled by
MeitY (Ministry of Electronics and IT), Govt. of India,

(c) as HSM services provided along with ADV as-a-service by any entity.

9. Requesting entities and ASAs must ensure the following for HSM implementation:

(a) It must be FIPS 140-2 Level 3 certified or higher,
(b) It must be logically isolated for each requesting entity/ASA independently,
(c) It must support:
(1)  Key Generation
(i1))  Secure Key Storage
(ii1)  Multifactor, Multirole Access Control and Audit Logging

10. Aadhaar authentication applications or any module handling authentication data shall only
be hosted on-premises (within the secure premises of the requesting entity) or on a GCC
platform-based cloud, empaneled by MeitY, Govt. of India.

11. Requesting Entities and ASAs are advised to refer the latest list of MeitY-empaneled GCC
services provider, available at: https.//www.ambud.meity.gov.in. This list is maintained
and updated by MeitY.

12. Additional information and clarifications can be found in the Frequently Asked Questions
(FAQ) section accessible through below mentioned link —
https://uidai.gov.in//images/FAQs_Aadhaar Data_Vault 03112025 v10.pdf

13. This issues with the approval of competent authority.

(Pratik Choudhary)

Deputy Director

Tel.: 011-23478608

Email: dd1.auth-hg@uidai.net.in

To:

1. All requesting entities and Authentication Service Agencies in Aadhaar
Authentication Ecosystem
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Copy, for information, to:

1. Secretaries in charge of Ministries and Departments in Government of India (as per list
attached)
2. Chief Secretaries of State Governments (as per list attached)

3. Chief Secretary, Government of Jammu and Kashmir / National Capital Territory of

Delhi / Puducherry / Andaman and Nicobar Islands Administration

Advisor to Administrator, Chandigarh Administration

Advisor to Lieutenant Governor, Ladakh Administration

6.  Administrator, Dadra and Nagar Haveli and Daman and Diu Administration /
Lakshadweep Administration

7. Technology Centre, UIDAI, Bangalore

8. Regional Offices, UIDAI

S
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List of addressee Secretaries

1.

o

11.

12
13.

14.
15.
16.

17.
18.

19.

23,

24.

Secretary, Department for Promotion of Industry and Internal Trade, Vanijya Bhawan,
New Delhi — 110 011

Secretary, Department of Administrative Reforms and Public Grievances, 513, Sardar
Patel Bhawan, Sansad Marg, New Delhi — 110 001

Secretary, Department of Agricultural Research and Education, First floor, Krishi
Bhawan, New Delhi — 110 001

Secretary, Department of Agriculture and Farmers Welfare, Krishi Bhavan, Dr Rajendra
Prasad Road, New Delhi — 110 001

Secretary, Department of Animal Husbandry and Dairying, Krishi Bhawan, Dr Rajendra
Prasad Road, New Delhi — 110 001

Secretary, Department of Atomic Energy, E Block, Raisina Hill, New Delhi — 110 011
Secretary, Department of Biotechnology, 7th floor, Block-2, CGO Complex, Lodhi
Road, New Delhi — 110 003

Secretary, Department of Chemicals and Petrochemicals, 236A, A Wing, 2™ floor,
Shastri Bhawan, New Delhi — 110 001

Secretary, Department of Commerce, Udyog Bhawan, New Delhi — 110 011

Secretary, Department of Consumer Affairs, Krishi Bhawan, Dr Rajendra Prasad Road,
New Delhi — 110 001

Secretary, Department of Drinking Water and Sanitation, C Wing, 4™ floor, Paryavaran
Bhawan, CGO Complex, L.odhi Road, New Delhi — 110 003

Secretary, Department of Economic Affairs, North Block, New Delhi - 110 001
Secretary, Department of Empowerment of Persons with Disabilities, C Wing, Shastri
Bhawan, Dr Rajendra Prasad Road, New Delhi — 110 001

Secretary, Department of Ex-servicemen Welfare, South Block, New Delhi — 110 011
Secretary, Department of Fertilizers, A Wing, Shastri Bhawan, New Delhi — 110 001
Secretary, Department of Financial Services, 3rd floor, Jeevan Deep Building,
Parliament Street, New Delhi — 110 001

Secretary, Department of Fisheries, Krishi Bhawan, New Delhi — 110 001

Secretary, Department of Food and Public Distribution, H Wing, Krishi Bhawan, New
Delhi — 110 001

Secretary, Department of Health and Family Welfare, A Wing, Nirman Bhavan, New
Delhi— 110011

Secretary, Department of Health Research, 1, Red Cross Road, Gokul Nagar, New Delhi
-110 001

Secretary, Department of Higher Education, C Wing, Shastri Bhawan, Dr Rajendra
Prasad Road, New Delhi — 110 001

Secretary, Department of Investment and Public Asset Management, 4th floor, Block No.
11 CGO Complex, Lodhi Road New Delhi — 110 003

Secretary, Department of Land Resources, NBO Building, G Wing, Nirman Bhawan, Dr
Maulana Azad Road, New Delhi — 110 011

Secretary, Department of Official Language, NDCC-II Bhawan, A Wing, 3rd floor, Jai
Singh Marg, New Delhi — 110 001
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25.

26.
27.

40.

41.

42.

44,

45.

46.

47.

48.

Secretary, Department of Pension and Pensioners’ Welfare, 514, Sardar Patel Bhawan,
Sansad Marg, New Delhi — 110 001

Secretary, Department of Personnel and Training, North Block, New Delhi — 110 001
Secretary, Department of Pharmaceuticals, A Wing, Shastri Bhawan, New Delhi — 110
001

Secretary, Department of Posts, Dak Bhawan, Patel Chowk, New Delhi — 110 001
Secretary, Department of Public Enterprises, Block-14, CGO Complex, Lodhi Road,
New Delhi — 110 003

Secretary, Department of Rural Development, Krishi Bhawan, Dr Rajendra Prasad Road,
New Delhi — 110 001

Secretary, Department of School Education and Literacy, C Wing, Shastri Bhawan, Dr
Rajendra Prasad Road, New Delhi — 110 001

Secretary, Department of Science and Technology, Technology Bhawan, New Mehrauli
Road, New Delhi — 110 016

Secretary, Department of Scientific and Industrial Research, Technology Bhawan, New
Mehrauli Road, New Delhi— 110016

Secretary, Department of Social Justice and Empowerment, C Wing, Shastri Bhawan, Dr
Rajendra Prasad Road, New Delhi — 110 001

Secretary, Department of Space, Antariksh Bhavan, New BEL Road, Bangalore — 560
231

Secretary, Department of Sports, C Wing, Shastri Bhawan, Dr Rajendra Prasad Road,
New Delhi — 110 001

Secretary, Department of Telecommunications, Sanchar Bhawan, 20, Ashoka Road, New
Delhi — 110 001

Secretary, Department of Water Resources, River Development and Ganga
Rejuvenation, Shram Shakti Bhawan, Rafi Marg, New Delhi — 110 001

Secretary, Department of Youth Affairs, Room No. 1, C Wing, Shastri Bhawan, Dr
Rajendra Prasad Road, New Delhi — 110 001

Secretary, Legislative Department, A Wing, Shastri Bhawan, Dr Rajendra Prasad Road,
New Delhi — 110 001

Secretary, Ministry of AYUSH, Ayush Bhawan, B Block, GPO Complex, Barapullah
Road, INA Colony, New Delhi — 110 023

Secretary, Ministry of Civil Aviation, Rajiv Gandhi Bhawan, Block B, Jor Bagh,
Safdarjung Airport Area, New Delhi — 110 003

Secretary, Ministry of Coal, Shastri Bhawan, Dr Rajendra Prasad Road, New Delhi — 110
001

Secretary, Ministry of Cooperation, 2nd floor, Atal Akshya Urja Bhawan, Pragati Vihar,
New Delhi — 110 003

Secretary, Ministry of Corporate Affairs, A Wing, Shastri Bhawan, Rajendra Prasad
Road, New Delhi — 110 001

Secretary, Ministry of Culture, Shastri Bhawan, Dr Rajendra Prasad Road, New Delhi —
110 001

Secretary. Ministry of Development of North Eastern Region, Vigyan Bhawan Annexe,
Maulana Azad Road, New Delhi — 110 011

Secretary, Ministry of Earth Sciences, Mahasagar Bhawan, Block - 12, C.G.O Complex,
Lodhi Road, New Delhi — 110 003
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49.

50.

1

52.

i

54.

55.

56.

57.

58.
59.

60.

61.

63.

64.

65.
66.

B
68.
69.
70.

71.

712,
73.

Secretary, Ministry of Electronics and Information Technology, 6, CGO Complex, L.odhi
Road, New Delhi — 110 003

Secretary, Ministry of Environment, Forest and Climate Change, Indira Paryavaran
Bhawan, Jor Bagh Road, New Delhi - 110 003

Secretary, Ministry of Food Processing Industries, Panchsheel Bhawan, August Kranti
Marg, New Delhi — 110 049

Secretary, Ministry of Heavy Industries, Udyog Bhawan, New Delhi — 110 001

Home Secretary, Ministry of Home Affairs, North Block, New Delhi — 110 001
Secretary, Ministry of Housing and Urban Affairs, Nirman Bhawan, C Wing, Dr Maulana
Azad Road, New Delhi — 110 011

Secretary, Ministry of Information and Broadcasting, Dr Rajendra Prasad Road, Shastri
Bhawan, New Delhi — 110 001

Secretary, Ministry of Labour and Employment, Shram Shakti Bhawan, Rafi Marg, New
Delhi — 110 001

Secretary, Ministry of Micro, Small and Medium Enterprises, Udyog Bhawan, Rafi
Marg, New Delhi —~ 110 011

Secretary, Ministry of Mines, A Wing, 3rd floor, Shastri Bhawan, New Delhi — 110 001
Secretary, Ministry of Minority Affairs, 11th floor, Paryavaran Bhawan, CGO Complex,
Lodhi Road, New Delhi — 110 003

Secretary, Ministry of New and Renewable Energy, Block no. 14, CGO Complex, L.odhi
Road, New Delhi — 110 003

Secretary, Ministry of Panchayati Raj, Krishi Bhawan, Dr Rajendra Prasad Road, New
Delhi — 110 001

Secretary, Ministry of Parliamentary Affairs, Parliament House, Sansad Marg, New
Delhi — 110 001

Secretary, Ministry of Petroleum and Natural Gas, Shastri Bhawan, Rajendra Prasad
Road, New Delhi — 110 001

Secretary, Ministry of Ports,Shipping and Waterways, Transport Bhavan, 1, Parliament
Street, New Delhi — 110 001

Secretary, Ministry of Power, 2nd floor, Shram Shakti Bhawan, New Delhi — 110 001
Secretary, Ministry of Road Transport and Highways, Transport Bhavan, 1, Parliament
Street, New Delhi — 110 001

Secretary, Ministry of Skill Development and Entreprencurship, 2" floor, Shivaji
Stadium Annexe, Shaheed Bhagat Singh Marg, New Delhi — 110 001

Secretary, Ministry of Statistics and Programme Implementation, 418, Sardar Patel
Bhawan, Sansad Marg, New Delhi — 110 001

Secretary, Ministry of Steel, Udyog Bhawan, New Delhi — 110 001

Secretary, Ministry of Textiles, Udyog Bhawan, New Delhi — 110 001

Secretary, Ministry of Tourism, Transport Bhavan, 1. Parliament Street, New Delhi —
110 001

Secretary, Ministry of Tribal Affairs, B Wing, Shastri Bhawan, New Delhi — 110 001
Secretary, Ministry of Women and Child Development, Shastri Bhawan, A Wing, Dr
Rajendra Prasad Road, New Delhi — 110 001
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