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INTERVIEW | GULSHAN RAI

Aadhaar biometric data is 100% secure’

India’s cybersecurity chief says there have been no cases of biometric leaks, and key data has several rings of protection

SUHASINI HAIDAR

Despite a series of government website failures and Supreme
Court hearings over Aadhaar data security and privacy, In-
dia’s cybersecurity chief, Gulshan Rai, who is the Chief Infor-
mation Security Officer in the Prime Minister’s Office, says he
is confident of India’s cybersecurity systems, and wants the
government, consumers and civil society to work closer to en-
sure a balance between national security and privacy.

There have been a spate of
incidents in which
government-run websites,
including those of the
Defence Ministry, NICNET
and the Supreme court,
were hacked. What is the
reason for this?

m There are several trends
when it comes to cybersecur-
ity that are leading to these
attacks or incidents. The pro-
liferation of IT is increasing
in all sectors, including go-
vernment, industry, eve-
rywhere. CERT has seen
about one lakh reported cyb-
er incidents in the past year,
and the number is rising defi-
nitely. The financial sector
has emerged as the place the
most cyber incidents occur,
then the government sector,
then others. One startling
trend is the spike in cases of
cyber incidents in the medi-
cal sector.

Indians are facing
increasing cyberthreats
with bank accounts and
identity details being
hacked. How are you
helping them?

m I agree that cases are ris-
ing, but it must be remem-
bered that the weakness in
the banking industry is due
to too much outsourcing for
services.

These are the weak links
that criminals exploit to
identify customers who can
be taken advantage of. The
fact is that technological
hacks are less than human
fraud in these cases, and
consumers need to be better
educated about the risks of
fraud if they want to protect
themselves.

The people who are most
vulnerable are those lacking
such education. Is the

government then pushing
too far and fast with its
digitalisation goals?

m No, there is no contradic-
tion. The government is
creating a massive awareness
programme, pushing banks
to advertise to educate con-
sumers hot to give away priv-
ate information. Particularly
after demonetisation, we
have more than 2.8 billion e-
transactions per day. Ob-
viously, people have faith in
these transactions.

So transactions are in-
creasing, and we need to do
more to protect people, but
consumers must do their bit
too.

One of the big concerns on
privacy and security comes
from the Aadhaar database.
In court, the government
said there is a “10-foot wall”
to protect Aadhaar data,
which raised many laughs,
but on a serious note, how
secure is the Aadhaar data
of every Indian?

m Yes, it is secure, 100%. Ul-
timately, what do you mean
by the Aadhaar database?
There are two parts to it: the
demographic data (name,
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Civil society groups
must point out
places where the
government needs
to improve, butin a
constructive manner

age, address, etc.) and the
biometric database. When
people speak of security,
they are referring to the bio-
metric database. So far, there
have been no cases of bio-
metric leaks.

The central part has the
maximum security, and is
kept behind several rings of
protection. Even with the
worst cases of leaks that have
appeared publicly, none
have touched this central
part.

When Jio was attacked, it
was their database that
leaked, not the Aadhaar
database.

But Jio has access to the
Aadhaar database, as do
others that need Aadhar
authentication or
“bridging” services?

m Yes, but it is their databas-
es that need to be secured
better. We do 180 crore (18
million) of Aadhaar authenti-
cations every day, how many
breaches have been reported
in comparison. I would say
that accusations are far more
than the reality. It is impor-
tant for civil society groups
to point out places where the
government needs to im-
prove, but it is necessary that
they do it in a constructive
manner.

Shouldn’t these input and
authentication services also
be taken care of by
government agencies then?
Does the Aadhaar Act,
which includes the
provision of outsourcing to
these companies (Section
8(4)) need to be amended?

m These are places where we
need to learn from expe-
rience, and Aadhaar has al-
ready moved to tighten its
systems, and weed out such
companies where there may

be any problem. Let us re-
member that many coun-
tries want us to help them
build their database. Why
would they, if our system
was not secure? We are the
only country that has a 10-
finger (biometric) database.

You have expressed such
confidence, yet you have
been quoted as saying you
don’t use Net banking and I
see you carry a small phone,
not a smartphone. How
confident are you
personally about
cybersecurity systems, and
what precautions would you
suggest to all?

m My personal philosophy is
that we must reduce our sur-
face of risk. I do use Net
banking, but I reduce my risk
by using it for a separate ac-
count where I keep a small
amount, not connected to
my main account where I
conduct Internet transac-
tions.

What I said was that I
don’t do any international
Internet banking, because I
don’t believe we can control
those transactions. I use a
smartphone, but only when
necessary.



