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Aadhaar empowers the
people, not the State

The Act has safeguards that prevents it from being
used as an ‘instrument of State surveillance’
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adhaar is the most trusted and

widely held unique identification

systemavailablein India today. It

empowers 119 crore Indians with
acredibleidentity and inspires more trust
and confidence between person to person
and person toa system than any other iden-
tity document in the country. This is possi-
ble because of Aadhaar’s technology, its
platform, and the authentication infra-
structure. Thanks toits potential of cleans-
ingthesystem offake, ghostand duplicate
identities, Aadhaar has become a game
changer for the poor. It has also curbed
black money, money-laundering and
checked benami dealings and banking
frauds, improved tax compliance, trans-
parency and hassle-free delivery of State
services. Critics of Aadhaar claim thatitis
asurveillance tooland thatit hasled todata
breaches and exclusions. These criticisms
are unfounded.

It is relevant here to discuss the US’
Social Security Number (SSN) story, which
was brought in through an enactment in
1935, for the limited purpose of providing
social security benefits during the Great
Depression. In 1942, the US expanded its
scope, mandatingall federal agencies to use
SSN for their programmes. In 1962, SSN
was adopted asthe Tax Identification Num-
ber and, in 1976, the Social Security Act was
furtheramended to say thatany state may
utilise the SSN number for taxation, gen-
eral public assistance, driver’slicence,or
motor vehicle registration law to establish
acitizen's identity.

This did not go unchallenged in the
courts,whichfinallyruled thatthemanda-
tory use of the number to be constitutional
and thatthe “mandatory disclosure of one’s
social security number does not sothreaten
the sanctity of individual privacy as to
require constitutional protection”.

In other cases, courts said: “Requiring
an SSN on adriver’slicense application is
not unconstitutional, noris arequirement
that welfare recipients furnish their SSNs”
and “preventing fraud in federal welfare
programmes isanimportantgoal, and the
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SSNrequirementisareasonable meansof
promoting that goal”. In Britain, the
National Insurance Number (NIN) is
required from those who want to work,
open bank accounts, pay taxesandwantto
receive child benefits, and even those who
want tovote.

Arguing that neither SSN nor NIN is
based on biometrics, critics object to the
collectionof biometric data and the system
of central number, which can potentially
link all databases. They must realise that
the collection of biometrics by the State for
alegitimate purpose issanctioned by law in
India. First, acitizenisstatutorily required
to give biometrics if s/he wants a licence,
sell or buy properties or get a passport.
Two, creatinga system of a central number
inacentral database by the State and man-
datory use of such anumberanditslinking
in most citizen databases— be it SSN in
USA or NIN in Britain that potentially ena-
bles the State to trace every person — has
not rendered their citizens vulnerable to
State surveillance, This is because there
aresafeguardsinplace. Similarly,the Aad-
haar Act too has safeguards that preventit
frombeingusedasan ‘electronicleash’ or
an ‘instrument of state surveillance’.

Aadhaar is based on three principles:
minimal information, optimal ignorance
andfederateddatabase.Initslife cycle, an
Aadhaardatabase hasyourname,address,
gender, date of birth/age and photograph
and core biometrics, mobile number and
email. The core biometricsisencrypted and
isnot shared. When people use Aadhaar for
accessing services, their information
remains in silos of federated databases so
thateachagency that uses it remains opti-
mallyignorant. The UIDAI's recent meas-
ures— Virtual ID, UID Token, and Limited
E-KYC—willfurtherstrengthen privacy.

Aadhaar doesnot collector receive any
information from any service provideror
alinkingexercise. The UIDAIrespondsto
such verification requests by replying
either ‘yes’or ‘no’. Infew cases, ifrequired,
and the UIDAI sendsonly basic KYC details
available withit. Thus Aadhaar empowers
the people, not the State.

Aadhaar is legally backed by the Aad-
haar Act, 2016, which covers privacy pro-
tection measuresrelatingto informed con-
sent, collection limitation, and use and pur-
pose limitation and sharing restrictions,
and the UIDAThasazero-tolerance policy
foranyviolationofthe Act. UIDAIremains
opentoconstructive suggestions and will
continue to continuously review and
strengthen its system for the empower-
ment of people.

(This is the fifth in a series of by-invitation
opinion pieces on Aadhaar)
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