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Ezetap Launches
New PoS Device

Ezetaphas launched a
718 new POS device called
H EzeSmart,anopen-

platform, smart GPRS
terminalenabled withAadhaar Pay
and eKYC Thedeviceenablesa
person withan Aadhaar linked bank
account to transact conveniently
and also allows any businessau-
thenticatea customer identity using
eKYCon the terminal without
additional infrastructure.



'/m\‘ ECONOMIC TIMES, Bangalore, 27.2.2018

AADHAAR Page No. 9, Size:(21.02)cms X (9.71)cms.

WALLET CO STILL NON-COMPLIANT TO FULL KYC GUIDELINES? RBI says customers can
continue to undertake transactions to the extent of available balance in the PPI

You Will not Lose Money in Mobile Wallets

Ashutosh.Shyam@timesgroup.com

Mumbai: The Reserve Bank of
India (RBI) said late Monday that
customers will not lose money even
if wallet companies remained non-
compliant toits full KYC (Know
Your Customer) guidelines after the
lastdeadline expires Tuesday.

However, the regulator’s assurance
comes with riders.

“At PPI1(Pre-paid instrument) issu-
ers that are not obtaining the KYC-
related inputs of their customers
within the timeline, the customers
will not lose theirmoney,” said BP
Kanungo, deputy governor of RBIL.
“Reloadingof the PPl andremit-
tances can resume after completing

the KYC requirement.”

“They (customers) can continue to
undertake transactions for pur-
chase of goods and services to the
extentof availablebalance in the
PPL,"hesaid.

Full KYC basically requires a cus-
tomer tolink the PPl account with
the Aadhaar. Some other important
documents, like residence proofs,
are also needed.

Thereare55non-banking PPIs op-
erational now, apart from 50 wallets
promoted by banks. Some popular
PPIs in usenow include Paytm
(which is now a bank), Citrus Wallet,
Ola Money, MobiKwik, and Sodexo.

The RBI guidelines aredesigned to
strengthen safety and security of
transactions and customer protec-

tion. Initially, the timeline was setat
December 31 for PPI issuers to com-
ply with the KYC requirements.

Itis a necessary step to pave the
way for interoperability among
PPIs, bank accountsand cardsina
phased manner, said Kanungo.

The deadline was later extended up
t028 February this year as some PPI
issuers requested for extension.

“Sufficient time has already been
given tomeet the prescribed guide-
lines,” the deputy governor said
hinting that there would not be any
moreextension of the deadline.

Awallet user just needs to sign up
by providing a verified mobile num-
ber. The authorities are concerned
that the facility could be misused by
terrorists.
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UK’s Digital

ID Startup
Yoti Searches
Partners Here

Shashwatl.Shankar
@timesgroup.com

Bengalurn: UK-based digital
identity system Yoti said it is
entering India and will partner
with the Unique Identity Ant-
hority of India, the external af-
fairs ministry’s passport divi-
sion and some banks in verify-
ingthe identity of applicants.

Yoti uses biometrics and faci-
alrecognition for identity veri-
fication and has developed a
password manager to give peo-
ple a way to safely store and ea-

sily access
i their websi-
Thestartupls telogin deta-
Investingabout  ils.
gimimioninthe  The star-
Indlan tup. which
market-specific  launched in
productchanges November
2017, isinves-

ting about £1 million in the In-
dian market-specific product
changes and is setting up its
operations in Mumbai, hiring
a team of 25-30 individuals.

“Whether its dating, trading,
car rentals or banks, through
this platform the end user can
finish the identity verification
process at a very quick pace,
within a few minutes, sharing
specific identity details requi-
red for the verification,” Robin
Tombs, CEQ of Yoti, told ET.
“Challenges in the Indian mar-
ket lie in awareness and accep-
tance of third-party identity
verification services, also im-
portant for us to work with the
India stack ecosystem.”

Consumers can download the
Yotii app, create a digital identi-
ty by taking a photo of themsel-
ves, then takeaseven second vi-
eo, which 1S proof thatan inai-
vidual is a real person, after
which they can upload docu-
ments including passport, PAN
card, Aadhaar card and dri-
vinglicence.

I
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A design for ModiCare: How a national health scheme
can be built for h1gh impact and efficiency

Ashokpal Singh

Design prin-
ciples for
*| universal
healthcoverage
suggested here
canbeuseful in
framing the Ayushman Bharat
initiative. A universal cover
rather than a targeted one will
ease implementation and
eliminate selection bias, a
key pitfall of social security
measures across the world.

It will minimise the burden
on the exchequer through cross
subsidisation and make risk
pooling viable. It will allow
leveraging technology at scale
and use of public platforms like
AadhaaruniquetoIndia. Finally,
it will make for high impact as
more than a billion residents
will be able toenrol at will.

Universal health coverage is
the first objective of the National
Health Policy 2017. Health costs
hurt everyone including the well
to do. Universal coverage and
selective coverage operate on
dissimilar designs, the latter is
unlikely to ever dovetail into the
former. It's a sound idea to
announce health cover for all
residentseligible to get Aadhaar.

Universal coverage elimi-
nates selection bias, the weakest
point of targeted programmes.
Individuals may opt for either a
basic cover or a variable one on

self-certification against a
published criterion. Differential
cover and pricing will allow for a
self-financing model with costs
being squared on an excel sheet.
The basic cover will be modest
and attractive only to the
poor. Once a person opts for it
migration to the higher plans
may attract scrutiny and
penalty for wrong disclosure.
Public private parinership
can be achieved by making the

Universal coverage
eliminates selection bias,
the weakest point of
targeted programmes.
Individuals may opt for
either a basic cover or a
variable one on
self-certification

health cover tenable at accredited
facilities across private and
public sector. To begin with the
scheme should allow all recog-
nised medical practitioners to do
a self-registration online linking
their Aadhaar, bank account and
medical registration number
Quality indexation can take place
overtime. Thepractitionershould
got a credit into linked bank
account in real time. This model
cuts the chase for providers to
register and get paid for services.

Participation of public and
private sector will provide
competition between service
providers and choice to benefi-
claries. Given choice, patients
will gravitate towards the best
care providers. Over time,
revenue will become a marker
of gquality Public and private
facilities should be remunerated
at par. From being cost centres,
public health facilities will
evolve into revenue streams. A
self-financing mechanism may
emerge to revitalise the public
healthcare system.

Following UK’s Beveridgean
model, a defined contribution
rather than a tax funded risk
pooling model may be adopted
covering charges for the pre-
vention, diagnosis and treatment
of disease. Universal cover
makes for risk pooling which
is inherently cheaper than
insurance. Given the law of large

numbers the cost plus premium
for the variable plan will be
available at bargain prices to
attract universal subscription.
A public entity or a trust may
administer the risk pool to
confine the profit motive.

A professionally managed
project authority, with freedom
toengage public and private pro-
fessionals, delegated with admi-
nistrative and financial powers
and competency to cContract ser-
vice providers from the market
will be essential. Risk pooling as
a financing mechanism implies
the healthy will end up paying
for some or all of the healthcare
services used by thesick.

Participants will be more
supportive of such redistributive
policies when they have confl-
dence in the institutions that
would be responsible for imple-
mentation. Health departments
of central and state govern-

ments will continue to operate
their facilities as at present
with the added advantage of
a revenue stream for treating
beneficiaries of the scheme.

The examples of DMRC and
UIDAI demonstrates that compe-
tent leaders make a difference in
delivering quality and main-
taining timelines. A National
Health Regulator will regulate
the scheme with jurisdiction
over the project authority, third
party administrators, points of
presence, etc with the overriding
objective of protecting and
promoting beneficiary interests
— quality of care, quality of
service, fair pricing, etc

Third party administrators
will comprise multiple, com-
peting business entities drawn
from publicand private sector. In
addition to processing claims on
behalf of the Project Authority
they will establish Points of
Presence (POPs) for individuals
to activate their health cover, top
up and renew plans.

An open standard, APIdriven
platform matching the scale and
complexity of the GSTNone will
be a prerequisite. The project
authority will build and operate
the technology platform in
support of front and back end
operations on the lines of a
National Information Utility
(NIU) proposed by the Nandan
Nilekani task force.

Thewriter isa civil servant
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‘Aadhaar helped
cancel 3 crore fake
ration cards’

HYDERABAD, Feb 26:
Nearly three crore fake and
duplicate ration cards have
been cancelled during the
three years of the NDA gov-
ernment, CR Chaudhary, Un-
ion Minister of State for Con-
sumer Affairs, Food and Pub-
lic Distribution said today.

It had also saved the coun-
try Rs 17,000 crore every year
during this time, he added.
Linking the ration card to the
holder’s Aaadhaar number had
allowed the government to
clean up the system, the min-
ister said.

He was speaking at the 21st
National Conference on e-
Governance here. “Out of 23
crore ration cards in the coun-
try, 82 per cent (19 crore) are
linked with Aadhaar. We have
removed 2.95 crore fake or
duplicate ration cards in the
country in the past three years
which has resulted in a saving
of Rs 17,000 crore annually. It
has ensured that foodgrains
are being delivered to the

rightful person,” he informed.

Chaudhary said that e-gov-
ernance could help in increas-
ing the ease of doing business
in the country which, in turn,
would help attract foreign in-
vestment.

Telangana’'s Mimister of IT
and Industries, KT Rama Rao,
who also addressed the con-
ference, said that 4,500 “Me-
Seva” centres in the state
were handling 1.5 lakh trans-
actions every day.

He informed that these cen-
tres had completed 10 crore
transactions since they began
seven years ago.

He added that an upgraded
version of the project, cover-
ing 180 government services,
would be launched soon.

He informed that 6,000
clearances had been given to
industries under the state in-
dustrial policy called TS-iPass,
and this involved an invest-
ment of Rs 1.2 lakh crore and
had the potential to create
three lakh jobs. — PTI
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Cakewalk for French tech-wiz,

Aadhaar & T portal easy hack

Portal Goes
Offline To Fix
The Problem

U.Sudhakarreddy
@timesgroup.com

Hyvderabad: A French secu-
rity researcher on Monday
breached the Telangana go-
vernment benefit disburse-
ment portal “TSPost’” and 1ay
bare its vulnerabilities. The
portal has account details in-
cluding Aadhaar numbers of
56 1akh beneficiaries of NRE-

SHOW AND TELL

» French Security

Telangana ~

government benefit
disbursement |
portal ‘TSPost’

and laid bare its
vulnerabilities

‘\Ma &
» Researcher Baptiste Robert with Twitter
handle ‘Elliot Alderson’ who has been
highlighting data insecurity of the
Aadhaar database posted on his
Twitter how the site is vulnerable

» Portal has account
details including Aadhaar

@) numbers of 56 lakh
Researchers i @ :
breached L

i beneficiaries of NREGA

i2¥ and 40 lakh beneficiaries

of Social Security Pensions

GA (National Rural Employ-
ment Guarantee scheme)and
401akh beneficiaries of social
security pensions(SSp).

The researcher, Baptiste
Robert with Twitter handle

‘Elliot Alderson’, who has be-
en highlighting data insecu-
rity of the Aadhaar database
posted on his Twitter as to
how the site is vulnerable to
basic SQL (structured query

‘TSPost tries
to fix breach
& uplink’

pFromP1

l )y obertsaid, “In theory, a go-
_vernment website is very
secure, but in India, it's anot-
her story. http://tspost.apon-
line.govin is vulnerable to a
basic SQL injection that al-
lows an attacker to access the
database of the website. To be
clear, all the data on this web-
site can be adump. Telangana
government officials say they
are working on to fix it. For
this website, they have to hire
decent web developers to pro-
tect it from attacks.”

The researcher tweeted in
the evening,” I don't know if I
have to laugh or cry. hiip://
tspost.aponline.gov.in owners
fixed the issue by putting offli-
ne the website.”

Aboutthebreach,a TSPost
official said, “We are working
on fixing the vulnerability af-
ter it was reported tous. [t was
online due to certain depen-
dencies. We have taken off the
site from the web, and we hope
by Tuesday evening we will be
abletosetitright,”

Satish, COO of TSPost, 5a-
id, *Our technical team is wor-
king on it. We can give an up-
date on Tuesday.”

language) injection, a com-
mon web hacking technique.
In this technigque, resear-
chers used SQL code for at-
tacking back-end database of
Telangana disbursement
portal to access confidential
information.

The important applica-
tion programming interface
Key (API key) of the portal
and data tables of various be-
neficiary schemes like NRE-
GA and SSP were breached
thereby opening access to all
the data of beneficiaries, in-
cluding Aadhaar numbers.

p Tried to fix breach: P2
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Aadhaar link can plug leaks & replenish
coffers, but data platforms vulnerable

Welfare With - 'CLATMS OF THE UIDAI CHIEF _ ggumrre:

Dlgltal Pr0p€| BCV i POST-AADHAAR: as the world's
No more Vyapam i
Can Save $11bn | dwicate G gas scamsmome DR
connections were Munna Bhai MBBS pragramine. N
Roushan.Ali@timesgroup.com removed through or Rancho of 3Idiots  COMtemporary D
Aadhaar link. —_——— o programme of this

Hyderabad: Aadhaar link- » Fingerprint scale has been
age to all government-of- 2 95C|’ authentication used attempted in the
fered welfare schemes and a to mark attendance rid 5o f
benefits can save §11 billion | ghostand  inCentral WUl =50k,
every year through reduced duplicate ration government offices. — Ajay Bhushan
leakage and efficient gains, cards were As a result, lakhs Panaey| ceo, vibal
estimates World Bank in its | eliminated /\ of ghost teachers
report on Digital Divi- through Aadhaar and employees
fdends-2016. link saving eliminated

These savings wouldbein 17,000 crore
addition to Rs 57,000 crore
savings the Union govern- » Ministry of Information officials said organised trolling using bots is
ment has already achieved Mk“hmﬂmﬁnmﬂm& Says social
through Aadhaar linkage to media platforms collect huge money to sell the data in public domain
various welfare schemes.

This was disclosed by
Ajay Bhushan Pandey, chief
executive officer of the
Unique Identification Au-
thority of India (UIDAI) and
also chairman of Goods and
Services Tax  Network
(GSTN) at the two-day na-
tional conference on e-gov-
ernance which started here
on Monday.

Pandey called upon state
governments to link Aad-
haar with every possible wel-
fare scheme and governance
activity to not only save mon-

eybut alsoimproveand expe-
diteservicedelivery to the ci-
tizens.

He stated that few years
ago, 80 crore people In India,
60% of thepopulation did not
have a credible ID, but in the
last 7 years over 1.2 billion
people have been given the
Aadhaar card, covering 99%
adults.

“Aadhaar has emerged as
the world’s largest biometric
ID programme. No contem-
porary ID programmeof this

scale has been attempted in
the world so far.” he said. On
apprehensions of vital per-
sonal information getting
stolen, the UIDAI CEO said,
with Aadhaar, it has become
difficult to steal all 10 finger-
prints and IRIS. “Being a bio-
metric-based digital ID, it
cannot be stolen, lost, tam-
pered or destroyed. Truly
Aadhaar is one ID, which is
like oursoul, whichisperma-
nent and cannot be de-
stroyed,” Pandey sald.

Union consumer affairs
minister CR Chaudhary said
11 lakh gram panchayats
have been linked with optical
fibre in the country A
change in the mind-set of
people is required if e-gov-
ernance has to be made effec-
tive and bring qualitative
changes in people’s life.
Through e-governance we
can bring transparency,
eliminate corruption and re-
duce time in delivery of ser-
vices to cltizens, headded.
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Health data needs
a firewall: UIDAI

U.Sudhakarreddy
@timesgroup.com

Hyderabad: Unigue Identifi-
cation Authority of India chi-
of executive officer Ajay
Bhushan Pandey on Monday
had a word of caution fordata
platforms in the country, say-
ing data privacy and protec-
tion should be top priority. Da-
ta for Natlonal Health Protec-
tion Scheme which has mil-
lions of public records should
alsobe fortified.

NHPS was announced in
the recent budget by the
Union government. While bu-
ilding Aadhaar database, Ul-
DAI took data privacy and
protection as a fundamental
principledue towhich Aadha-
ar survived despite litiga-
tions, he said. Pandey was
addressing the national con-
ference on e-governance at
Hyderabad International
Convention Centre.

Ajay Bhushan Pandey sa-
id, “While we are doing the ex-
ercise of building data plat-
forms, we try to ignore priva-

cy and data protection. Some-
times, Wwe may take a
dismissive view on privacy
and protection. I must give a
word of caution here. In 2009-
10 when we were designing
Aadhaar program, we were
particular about data privacy.
In last seven and half years
evendozensof petitionsarefl-
led in Supreme court, and till
the final word is spoken yet we
survived because we presu-
med data protection as funda-
mental despite there 1s no da-
ta protection law,”

“We accordingly designed
our system so that we take
consent for taking data and
notify what purpose the data
is being used and will not dis-
closedata to anyone. Otherwi-
se, we would have met a diffe-
rent fate.“For instance work
is on for health-stack building
for NHPS. It contains a lot of
personal and health data. Un-
less security of health infor-
mation is taken care, you will
not go very far. Any personal
orhealth or financial data has
tobe protected,” said Pandey.
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Aadhaar used to unite missing kids: Pandey

NAVEENA GHANATE | DC
HYDERABAD, FEB. 26

“Aadhaar is our identity;
like the soul, it is perma-
nent and cannot be destro-
yed,"” said Dr Ajay Bushan
Pandey, the CEO of the
Unique Identification Au-
thority of India (UIDAI),
during his keynote addr-
ess at the 21st National
Conference on e-gover-
nance held at the Hyder-
abad International Conv-
ention Centre on Monday.

“No other contemporary
identification scheme has
ever been implemented at
this scale anywhere in the
world. We often hear of
identity theft and data th-
eft from credit cards and
debit cards. Aadhaar’s
multi-modal authentica-
tion feature has become a
powerful force against
identity theft. It is much
more difficult to steal all
10 fingerprints of a per-
son. And a biometric-
based digital identity it
cannot be stolen, lost,
tampered with or
destroyed,” he said.

Mr Pandey said that 57
crore Aadhaar numbers
had been linked to bank
accounts and the Aadhaar
system had established
itself as a godsend for cri-
sis management. Rules
under the Prevention of
Money Laundering Act
have been amended to
make it mandatory for
bank accounts to be
Aadhaar-linked. Income
tax rules have been
amended to make it

Minister K.T. Rama Rao along with senior 1AS officer Shailender Kumar Joshi and
other officials takes a look at the Hall of Fame put up at the National e-governance
conference being held at HICC on Monday.

mandatory for PAN cards
and IT returns to be
Aadhaar-linked. He said
that these steps would go
a long way in curbing the
circulation of Dblack
money, money launder-
ing, and tax evasion.
“Aadhaar is being used
to trace and unite missing
children with their loved
ones. Bollywood's favour-
ite script of two long-lost
brothers reuniting after
20 years will no longer be
relevant. Bollywood direc-
tors will have to look for
other ideas henceforth,”
he said. During a discus-
sion on India Stack - Aad-
haar, UPI, BHIM, Digital
Lockers, e-Signatures,
and e-Pramaan, Mr
Pandey said that Aadhaar
was a platform, of which
the 1D was just one part.
“ID-generation is a one-
time job, but identifica-

tion is a continuous
requirement. Four crore
authentications happen
every day in the country
through the wuse of
Aadhaar,” he said.

Speaking about the Un-
ified Payments Interface
(UPI), he said, “UPI is the
internet of payments, It is
unique to India, like
Aadhaar. It is a person's
financial IP" He said that
the UPI, BHIM and other
systems had been built
like Lego blocks — one on
top of the other.

Addressing issues rega-
rding privacy and data
protection, Mr Pandey
said, “Aadhaar has survi-
ved because data protec-
tion and privacy were
taken into consideration
even in the absence of a
privacy law.” He said that
the system had been des-
igned.
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‘Aadhaar design
particularabout
dataprotection’

UIDAI CEO says they treated privacy as
fundamental right while designing Aadhaar

Meeseva 2.0
wins silver

TS government's
Meeseva 2.0 has
won Silverin the
National Awards for
e-Governance 2018
forinnovations in
existing projects of
gavernment
departments other
than PSUs

Govts using Al
to scanyouon
social media

Did you know that
government
departments across
the country are
using Artificial
Intelligence (Al) to
trawl social media
and understand
public sentiments
about services they
offer? Alis being
used to trawl social
media platforms
like Twitter and
Fatebook and
monitor citizen
sentiments for
various gavernment
initiatives and take
customer feedback,
said B Narayanan,
Additional Director
General of Press
Information Bureau,
on Monday. “Ifa
topic generates
enough sample size,
it can be collected,”
said Narayanan,
who argues that
this is being done to
devise government
policies. He was
speaking ata
discussion, part of
the 21st edition of
national conference
on e-governance.
“How accessible is
this data? if
someone's Twitter
is protected, their
data cannot be
mined,” he added.

MITHUN MK @Hyderabad

DELIVERING his keynote address at the
21st national conference on e-governance
on Monday, Ajay Bhushan Pandey, the
CEO Chief Executive Officer (CEO) of
Unique Identification Authority of India
(UIDAD), said that Aadhaar survived de-
spite not havinga data protection law only
because UIDAI treated data protection
and privacy as fundamental rights while
designing the Aadhaar platform in 2009,
However, before making the statement,
the CEO of UIDAI contradicted himself
by saying thatthe UIDAI was “dismissive”
towards data protection and privacy

“Sometimes in our enthusiasm, we try
to ignore data privacy and protection,
sometimes we take a very dismissive view
that the data is available in the market
and it's no big deal,” said Pandey, while
speaking at asession titled “Universalisa-
tion and Replication”, held on thefirst day
of the two-day conference.

Security analysts, researchers and data
activists have in recent past been critical
about how UIDAI handles Aadhaar data.
In 2012, former HC Judge Justice KS Put-
taswamy filed the first petition challeng-
ing Aadhaar on grounds that there was no
way for people to opt out of Aadhaar
scheme and that private data was being
given to private parties. Since then multi-
ple petitions were filed, and the case is
presently being heard in Supreme Court.

“In 2008-10, when we were designing the
Aadhaar programme, we were very par-
ticular about data protection and privacy.
Even though dozens of petitions have
been filed in SC (from 2012 onwards), the
final word is vet to be spoken. We have sur-
vived even though there was no data pro-
tection law only because we presumed
that data protection and privacy are very
important like fundamental rights and ac-
cordingly designed our system,” he said.

While talking about the benefits of Aad-
haar fingerprinting, Pandey said, “There
will be no more Vyapam scam or Sanjay
Dutt’'s Munna Bhai MBBS. Aadhaar is
used to unite missing children with their
loved ones. Bollywood's favourite script of
two brothers getting lost and reunited
later will be no more relevant.” This
evoked a jovial response from IT Minister
KTR, who said, “He has incorporated Aad-
haar into his soul, and in the process, he
has stolen the jobs of some Bollywood
scriptwriters.”
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Aadhaar used to unite missing kids: Pandey

NAVEENA GHANATE | DC
HYDERABAD, FEB. 26

“Aadhaar is our identity;
like the soul, it is perma-
nent and cannot be destro-
yed,"” said Dr Ajay Bushan
Pandey, the CEO of the
Unique Identification Au-
thority of India (UIDAI),
during his keynote addr-
ess at the 21st National
Conference on e-gover-
nance held at the Hyder-
abad International Conv-
ention Centre on Monday.

“No other contemporary
identification scheme has
ever been implemented at
this scale anywhere in the
world. We often hear of
identity theft and data th-
eft from credit cards and
debit cards. Aadhaar’s
multi-modal authentica-
tion feature has become a
powerful force against
identity theft. It is much
more difficult to steal all
10 fingerprints of a per-
son. And a biometric-
based digital identity it
cannot be stolen, lost,
tampered with or
destroyed,” he said.

Mr Pandey said that 57
crore Aadhaar numbers
had been linked to bank
accounts and the Aadhaar
system had established
itself as a godsend for cri-
sis management. Rules
under the Prevention of
Money Laundering Act
have been amended to
make it mandatory for
bank accounts to be
Aadhaar-linked. Income
tax rules have been
amended to make it

Minister K.T. Rama Rao along with senior 1AS officer Shailender Kumar Joshi and
other officials takes a look at the Hall of Fame put up at the National e-governance
conference being held at HICC on Monday.

mandatory for PAN cards
and IT returns to be
Aadhaar-linked. He said
that these steps would go
a long way in curbing the
circulation of Dblack
money, money launder-
ing, and tax evasion.
“Aadhaar is being used
to trace and unite missing
children with their loved
ones. Bollywood's favour-
ite script of two long-lost
brothers reuniting after
20 years will no longer be
relevant. Bollywood direc-
tors will have to look for
other ideas henceforth,”
he said. During a discus-
sion on India Stack - Aad-
haar, UPI, BHIM, Digital
Lockers, e-Signatures,
and e-Pramaan, Mr
Pandey said that Aadhaar
was a platform, of which
the 1D was just one part.
“ID-generation is a one-
time job, but identifica-

tion is a continuous
requirement. Four crore
authentications happen
every day in the country
through the wuse of
Aadhaar,” he said.

Speaking about the Un-
ified Payments Interface
(UPI), he said, “UPI is the
internet of payments, It is
unique to India, like
Aadhaar. It is a person's
financial IP" He said that
the UPI, BHIM and other
systems had been built
like Lego blocks — one on
top of the other.

Addressing issues rega-
rding privacy and data
protection, Mr Pandey
said, “Aadhaar has survi-
ved because data protec-
tion and privacy were
taken into consideration
even in the absence of a
privacy law.” He said that
the system had been des-
igned.
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TS govt NREGA beneficiary website hacked, but ethically

Whatis SQL
injection?

Its is a code injection
technigue that might destroy
your database. SQL injection
is one of the most common
web hacking techniques.

Whatis API?

API'scanbe describedas a
way to plug your website into
another. The code made
available is called the API
and can be used to build
tools and widgets that are
called applications.

MITHUN MK @ Hyderabad

1S our data stored by government
on its portals and databases safe?
Not quite. proved an Italian hack-
er who broke into Telangana's
NREGA portal, purportedly to
highlight the flaws in the security
infrastructure.

Independent security research-
er Robert Baptiste hacked the
State government's website
hitp://tspost.aponline govin and
released its API keys on social me-
dia. The security flaw exposed
that sensitive details like Aadhaar
number, bank account number
and other details of those linked

to the NREGA scheme in Telan-
gana could be accessed by a
hacker.

ThelT Department was notified
of the security flaw on Friday and
it initiated a scan and auditof all
government web portals on Mon-
day. The website in question was
taken down a few hours after Ex-
press reached out to government
officials regarding the hack.

Robert claims he has been re-

searching and exposing loopholes
in the Aadhaar architecture over
the past few months. “In theory a
government website is very se-
cure but in #India it's another
story http://tspost.aponline.gov
in is vulnerable to a basic SQL in-
jection,” he tweeted on Friday
SQL injection is the most-com-
mon web hacking technique
where malicious codes are placed
in SQL statements, “The website

We often have security researchers reaching out to ushighlighting
security flaws and we do take corrective action. This is not a serious
issue when one security loophole is closed another crops up

K Dileep, Director-Digital Media, Dept of IT, Electronics and Communication

is vulnerable to a basic SQL injec-
tion. Thanks to that, you can ac-
cess all database of this website,”
Robert said in a communication
with Express. Using the SQL in-
jection process, Robert did not
just access Aadhaar details from
NREGA website, but wasalso able
to gain access to APl keys of UID-
Al's Aadhaar database.

Using API keys of Aadhaar, an-
yvone can make a fake Aadhaar
app and upload the same on Goog-
le Playstore. In August last year, a
techie working with Ola was ar-
rested by Bangalore police for do-
ing just that.

“The only way to check if Aad-

haar data hosted by governments
are misused is by checking the
logs,” said a security analyst who
did not wish to be named. “India’s
IT Act prevents Indian research-
ers from looking into source codes
of government digital services to
find system flaws. As a result, the
work is mostly done by foreign
researchers.”

“We often have security re-
searchers reaching out to us high-
lighting security flaws and we do
take corrective action. This is not
a serious issue,” said Konatham
Dileep, Director-Digital Media,
Department of IT, Electronics and
Communication.
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CARD BLUES

No Aadhaar, Sonepat man without
disability pension for months

Hardik Anand

srerdkemndahndsanines com

ROHTAK: In aworld where
givingaunique identity to
each citizen remains the
avowed mission of the estab-
lishment, those unable to get.
the Aadhaar card them-
selves—evenfor reasons

notunder their control —are

paying a heavy price.

Considerthis: Vijay
Dhamija, 26, a resident of
Ganaur block, in Sonepat,
who cannotgetan Aadhaar
card made as he hasno fin-
gers, hasnot received his dis-
ability pensionfor the past
seven months.

Why?Because, the
authorities have made it
mandatory for himto
provide his Aadhaar cardto
getthe benefit of31,800a
month.

Hehasadisability of
above 60% and his pension
had started ornce he turned
18.

“lhave been to local and
district-level Aadhaar Ken-
dras but thereisnofacility
for disabled people like me. [
even went to the E-disha
Kendrain Sonepat but they
too did not help. Instead, all
thesetrips took a toll on my
health and Isuffered from
fever, body painsand much
worseillnesses. This experi-
ence has heen terrible,”
Dhamijasaid.

“*This government has
been troubling the disabled
by making Aadhaarcard
mandatory. Ifiled a com-

= Vijay Dhamija, 26, a resident of Ganaur block, in Sonepat
cannot get an Aadhaar card made as he has no fingers. HTPHOTO

plaint at the CM Window in
December. Officials, how-
ever, have given me afalse
assurances that they will
visitandhelp me, No one has
checked onme,” headded.

Vijay’ssister Prabha, 25,
also disabled, said their fam-
ily income was low and not
getting Vijay's pension had
hit their budget.

“We took him to an E-di-
sha Kendrain Sonepat, but
they said their machine
wasnotworking. We
have even stopped getting
ration due to the non-availa-
bility of the Aadhaar card,”
shesaid.

Sonepat deputy commis-
sioner KM Pandurang said
thecase was notin his
knowledge.

“IFhe hasnot got pension
due tono Aadhaar thenitis

wrong. Thereisaprovision
for disabled people that pen-
sionhastobecredited evenif
theydon’thave the Aadhaar
card. Wewill conductan
inquiry and resolve theissue
soon, taking appropriate
action,” hesaid.

In the recent past, several
incidents havebeen reported
wherepeople have been
denied basic servicesdueto
thenon-availability of Aad-
haar card.

InSonepat, again, a Kargil
martyr's widow had died in
December 2017, when a pri-
vatehospital refused to
admit her without deposit-
ingher Aadhaar card.

Thestate government had
recently issued instructions
to hospitals to not deny medi-
cal care to anyone without
an Aadhaar.
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Without Aadhaar, sex workers
deprived of benefits due to them

NishaNambiar
@timesgroup.com

Pune: Shalmili*dragsacrea-
king chair into the small
patch of sunlight that comes
into her dingy room in Budh-
war Peth. She Is taking a 15-
minute breather from the
morning chores to soak up a
bitof warmth. Nexttoher,on
the cot, her four-year-old is
trying to reattach the broken
wheel of a toy. As a sex wor-
ker, Shalmili does not have
great expectations frim what
the future holds for her. All
she wants isforheronly child
to get admission into a scho-
ol. But without an Aadhaar
card, the possibilities are
slim.

“Everyone asks to see our
Aadhaar cards. We donot ha-
ve access to any government
benefit because we do not ha-
ve valid identity proof. Wit-
hout an education, what
chance does my child really
have?” asks the 30-year-old as
she pulls out a tattered box
containinghermostvaluable
possessions. Inside is her
PAN card, one that she got af-
ter shellingout a large sum to
an agent. But this document
isnot good for even abank ac-
count, which too needs an
Aadhaar card.

Inanother equally tiny ro-
om in the neighbourhood,
Mukta* takes out a cup of ri-
ce from a small aluminium
drum to cook for lunch. After

TROUBLE %

WITH THE LINK

a brief thought, she puts two
fist-fulls back. She says she
needs to make her supplies
last. As she rinses the rice,
Mukta reveals she does not
havearation card, which ide-
ally would have got her 10 kg
wheat, 5kgrice, threelitresof
kerosene and one litre of
palm oil. The 35-year-old,
who was sold into flesh trade
by her husband, saysa few ye-
ars ago, an Aadhaar camp
was held in the area. Howe-
Ver, not many women were
able to get the cards. “The
camps should have been con-
ducted regularly to benefit
the women here. We are not
even getting our ration cards
due to some police verifica-
tion criteria. We are told to
furnish documents from our
villages. How are we going to
get these papers? An Aadha-
ar card would have helped us,
but most of us still do not ha-
veone,” Mukta says.

Like Shalmili and Mukta,
there are many sex workers
in the area who have been de-
prived of government welfa-
re schemes — which could

individual to whom no Aadhaar

number has been assigned, such

individual makes an application
for enrolment. Provided that if
an Aadhaar number is not

GET THE ACT TOGETHER

WHAT THE AADHAAR ACT SAYS

SECTION 7 | The Central Government or, as the
case may be, the State Govemment may, for the
purpose of establishing identity of an individual as
acondition for receipt of a subsidy, benefit or ser-
vice for which the expenditure is incurred
B, from, or the receipt therefrom forms
=/ part of, the Consolidated Fund of India,
require that such individual undergo
authentication, or fumnish proof of pos-
session of Aadhaar number or in the case of an

Graphic: Aamir Shalkh

WCD INITIATIVE

omen and child

development
department launched
a state-wide campaign
enrol sex workers and
their children. A govern-
ment resolution (GR) for
the same was released
on Feb 7, 2015. The reso-
lution recognised the
difficulties faced by sex
workers in producing ID
and residential proofs

means of
m:fiolc:em BENEFITS
oft
horasr e CANNOT
or service = BE DENIED
Asthe WCD nique Identification Author- IDAI has also takena
minister, | will ity of India (UIDAI) has asked the serious note of some of
re-visit the status of government departments/ministries the cases reported in media
the GR and address the || and state/UT governments to ensure in which it is claimed
issues pertaining toit.1  thatnoessential service or benefit that the want of
will direct the women’s s denied to a genuine benefi- Aadhaar has
commission and child ciary for _thg want of Aadhaar, rﬁulted_ in
rights commission to whemer_it is medical he_lp,_hns- the dema!
iy pitalisation, school admission of essential
take an initiative and ;3400 through PDS. There services like
address the lacuna in are exception handling regula- hospitalisation
implementing the GR tions issued by UIDAL vide its or medical help
— Pankaja Munde | circular dated October 24, 2017, which by some lower-level
HE womsy mp s Must be followed to make surethatno | staffs causing grave incon-
vevaoruent mmsTer  beneficiary is denied of benefits venience to people
INSTRUCTIONS IN GOVERNMENT RESOLUTION
» Enrolment drive must » Non-government » Child development
be carried out within organisations should be officers, the Maharashtra
three weeks of GR being consulted and they should  State AIDS Control Society,
issued help with the drive thelr district units and
» The issue of documenta- » District-level mobilization community collectives
tion must be resolved at the and enrolment camps must be  must be kept informed about
district-level by authorities organized regularly the drives
improve the quality of their arofficials say whilearequi-  Kers to enrol for Aadhaar in-
lives — seemingly, for the sitionfor moremachineshas clude PAN card, bank passbo-
want of Aadhaar cards. But been placed, the government ok and ration card. However,

why do so few of them have
Aadhaar cards despite a 2015
government resolution (GR)
recognising the difficulties
faced by sex workers in pro-
ducing ID and residential
proofs and asking officials to
hold special camps for them?

Tobefair, aspecial Aadha-
ar drive was indeed conduc-
ted in the Budhwar Peth area
by the Pune district admini-
stration. However, the camp
lasted just a week, and of the
estimated 3,500 sex workers
here, less than 1,000 could be
enrolled. Compounding the
problem is the fact that the
administration itself does
nothave an adequate number
of Aadhaar enrolment ma-
chines. Pune district Aadha-

is yet to issue the machines.
“Once the machines are issu-
ed, we can restart the camps
in different pockets of the ci-
ty,” say the officials.

Moreover, the Union go-
vernment recently clarified
thattheabsenceof an Aadha-
ar card cannot be the reason
to deny beneflts of welfare
schemes to the intended be-
neficiaries. Law and IT mini-
ster Ravi Shankar Prasad
had categorically told state
IT ministers and secretaries:
“If the person is not having
an Aadhaar, ask him togetan
Aadhaar but you should give
him benefit usingalternative
mode.”

As per the rules, docu-
ments required by sex wor-

even if a sex worker hasnone
of these documents, an Aad-
haar application can be made
with an attestation from the
local corporator, with the
helpof an NGO.

Meanwhile, some who ha-
ve managed to get Aadhaar
cards too say they have not
simplified their lives by
much. Sumedha*has an Aad-
haar card. But the Budhwar
Peth resident claims it is the
lack of a ration card that is
creating problems now. “I ha-
ve an Aadhaar card. Howe-
ver, | am not getting all bene-
fits as I do not have a ration
card. It seems, no document
proof isenough,” shesays.

(Names changed to pro-
tectidentity)
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IS our data stored by govern-
ment on its portals and databas-
essafe? Not quite, proved an [tal-
ian hacker who broke into
Telangana’s NREG A portal, pur-
portedly to highlight theflaws in
the security infrastructure.

Independent security re-
searcher Robert Baptiste hacked
the State government’s website
http://tspost.aponline.gov.in
and released its API keys on so-
cial media. The security flaw ex-
posed that sensitive details like
Aadhaar number, bank account
number and other details of
those linked to the NREGA
scheme in Telangana could be
accessed by a hacker.

The IT Department was noti-
fied of the flaw on Friday and it
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TS NREGA website hacked, but ethically
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initiated a scan and audit of all
government web portals on
Monday: The website in question
was taken down a few hours af-
ter Express reached out to offi-
cials regarding the hack.

Robert claims he has been re-
searching and exposing loop-
holes in Aadhaar architecture
over the past few months. “In
theory, a government website is
very secure but in India it's an-
other story. http://tspost.apon-
line.govin is vulnerable to a ba-
sic SQL injection,” he tweeted.

SQLinjection is the most-com-
mon web hacking technigue
where malicious codes are
placed in SQL statements. “The
website is vulnerable to a basic
SQL injection. Thanks to that,
vou can access all database of
this website,” Robert said in a
communication with Express.
Usingthe SQL injection process,
Robert did not just access Aad-
haar details from NREGA web-
site, but was also able to gain ac-
cess to API keys of UIDAI's

Aadhaar database.

Using API keys of Aadhaar,
anvone can make a fake Aad-
haarapp and upload thesameon
Google Playstore. In August last
vear, a techie working with Ola
was arrested by Bangalore po-
lice for doing just that. “The only
way to check if Aadhaar data
hosted by governments are mis-
used is by checking the logs,”
said a security analyst who did
not wish to be named.

Government spokesperson as-
sured the issue was not serious.
“We often have security re-
searchers reach out to us high-
lighting security flaws and we do
take corrective action.” said Ko-
natham Dileep, Director-Digital
Media, Department of Informa-
tion Technology, Electronics and
Communication,



\/
AADHAAR

NEW INDIAN EXPRESS, Hyderabad, 27.2.2018

Page No. 1, Size:(7.73)cms X (6.52)cms.

Hacker exposes major security
flaw in TS govt s NREGA website

MITHUN MK @ Hyderabad

1S our data stored by government on
its portals and databases safe? Not
quite, proved an Italian hacker who
broke into Telangana’s NREGA por-
tal, purportedly to highlight the flaws
in the security infrastructure.

Independent security researcher
Robert Baptiste hacked the State gov-
ernment’s website http://tspost.apon-
line.gov.in and released its API keys
on social media. The security flaw ex-
posed that sensitive details like Aad-
haar number, bank account number
and other details of those linked to the
NREGA scheme in Telangana could be
accessed by a hacker.

The IT Department was notified of
the security flaw on Friday and it initi-
ated a scan and audit of all govern-
ment web portals on Monday. The web-

site in question was taken down a few

hours after Express reached out to
government officials regarding the
hack.

What is SQL injection?

Its is a code injection technigue
that might destray your
database. SQL injection is one of
the most common web hacking
technigues.

Whatis API?

API's can be described as a way to
plug your website into another.
The code made available is called
the API and can be used to build
tools and widgets that are called
applications.

Robert claims he has been research-
ing and exposing loopholes in the Aad-
haar architecture over the past few
months. “In theory, a government web-
site is very secure but in #India it's
another story. http:/ /tspost.aponline.
govin is vulnerable to a basic SQL in-

jection,” he tweeted on Friday

SQL injection is the most-common
web hacking technique where mali-
cious codes are placed in SQL state-
ments. “The website is vulnerable to a
basic SQL injection. Thanks to that,
you can access all database of this
website,” Robert said ina communica-
tion with Express. Using the SQL in-
jection process, Robert did not just ac-
cess Aadhaar details from NREGA
website, but was also able to gain ac-
cess to API keys of UIDAT's Aadhaar
database.

Using API keys of Aadhaar, anyone
can make a fake Aadhaar app and up-
load the same on Google Playstore. In
August last year, a techie working
with Ola was arrested by Bangalore
police for doing just that.

“The only way to check if Aadhaar
data hosted by governments are mis-
used is by checking the logs,” said a
security analyst who did not wish to
be named.

CONTINUED ON PAGE &

Security lapse is not
serious issue: Govt

FROMPAGE 1

“India’s IT Act prevent’s Indian
researchers from looking into
source codes of government
digital services to find system
flaws. As a result, the work is
mostly done by foreign re-
searchers. The UIDAI does not
even have a portal
where people can report

“We often have security re-
searchers reach out to us high-
lighting security flaws and we
do take corrective action. This
is not a serious issue when one
security loophole is closed an-
other crop up. We have looked
into the matter and have initi-
ated a scan of all government
web portals,” said Kon-
atham Dileep, Director-

these problems.”

Government spokes- | = @

person assured the is-

]

Digital Media, Depart-
ment of Information
Technology, Electronics

|

sue was not serious.

1

and Communication.
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