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»9)
Grievance Tool
Used For Breach
In Surat District
Admin Office

Times Mews MeTwor

Mew Delhi/Chandigarh: The
Unigue Identification Autho.
rity of India (DIDAT) has re-
gistered an FIR for unautho-
rised access to Aadhaar data,
such as names andiother de-
mographic defails, dus to the
misuse of the grievance red-
ressal facility at the office of
the Suratdistrictadministra-
tion in Gujarat. .

"The breach camsg’'to light
following a report in The Tri-
bune that claimed an “agent”
available on WhatsApp facili-
tated access by a login TD and

fasiiﬁy used fnr bfeach
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'Wwaicg&i B
and password to particui

of any Aadhaar numbel

> The ageinwas o
- paid 500 thrmsgh a. '
digital wailel:: :
= Particulars such
as name, address,

: pin code, phota,

phione and emal were

attessed and an Aadhaar
card printed, the report said

information, js fully safe

UIDAl assures that ti‘nere has not been any Aadhaar
data breach. The Aadhaar data, including biometric

DA STATEMENT

password to the particulars of
any Aadhasr number The
agent, the report ¢laimed. was
paid Rs 500 through Paytm.
Particularssuchasname, add-
ress, postal code, photo, phong
number and email werg acces-
sed and the Asdhsar card prin-
ted, thereport said,

HIDAI denied that the bre-

ach allowed aceesstomidlions
of Aadhaarcardholders’deta-
ils, saying the search facility
is available for the purposs of
grievance redressal to desig-
nated personnel and state go-
vernmentofficialsand details
are limited to the particular
Aadhasar nurnber punched in.
Thesystem did notprovidean

avenue to other cardholders,
Demographic  information
cannot be misused without
biometrics, UIDATsald,

An FIR has been filed at
Mohall from where the “pur-
chase” of access to Aadhaar
dats wasreporied, Gificialssa-
idthey aretakingtheunautho-
rized use of the grievance me-
chanism seriously and will
work with police to trace pgo-
ple involved in making the lo-
gin 1D and password available
to a privaie entity which will
alao be investigated.

“UIDAT assures there has
not been any Aadhasr data
breach. The Aadhaar daia, in-
cluding biometrie informa-
tion, isfully safe,” GIDAT said,
adding the redressal mecha-
nism was intended to help re-
sidents by entering their Aad-
haarorenvolment number
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¢ Tviating that the given case
S appenyrs to be a misuse of
J the grievance redressal
search facility, UIDAF said it
maintaing a complete log and
traceability and legal action
will follow, “UIDAL reiterates
that the grievance redressal
senich facility gives only lime
ited access o name and other
details and Twis no access to
blometricdetails,” it said.

The medis report alse
mentioned that groups oper-
ating on the internet target-
e villagelevel enterprise
{(VLE) oporators operating
under the Common Service
Centres Scheme and said the
VEEs had gained llegal ac-
cass fo Aadbaar data to sub-
seguently clabm to provide
“Andhanr sorvices”,

A UID official said they
weralooking at the claimbui
gointed out that enrelment
agenis did not have acoess o

or,

t
Vs

ihe Aadbaar system,

With the Suprems Court
due to soon pronounce o the
yahidity of the ustof Aadhaar
for a rangs of services, the
claim of & dafa thefi raised a
flurry of reactiong, with Left
leaderssavingihe incidentex-
pused the frailty of the (D
aystem. Senior policeofficials
told T that by entering Aad-
haar numbers, one could get
detailsthatareavailableonan
Agdhasr card, along with the
phong numben

Kiran Jonnalagadda, co.
founder at tech discussion fo-
rum HasGesk and Internect
Freedom Foundation, said the
Andhaar sysiem 15 insecure,
“The backdoor has already
been opened. Itisquiteeasyio
hack o their sysiems and
the stolen demographic ke
tities ean bemisused inalotol
ways, heasid Helsoneof the
patitioners in a changeorg
petition  demanding  proper
atitingof Asdhasrdatabass,

Apersonworking withthe
government on Aadhaarore
lated projecis said while leaks
should not happen, no materi-
ai leak had happened in this
case, “Andhasr has less infor
mation about you than even
the votar 1D eard,” he said,
adding that such leaks contd
happen even in the voter ID
card system orthe RTO,

The Indian system does
nat allow any agency, inchad-
ing the governmeni, 1o ac
cess g resident’s data, with-
out authorisation from the
person. Hesaid telecomoper-
ators ared others in the US
canfook upachtizen'sdaiaby
aceessing his/her sockal ss-
curity number withouf even
thecitizen knowing abount it

DAl said Aadhaarisnot
a soeret namben It is {0 be
shared with autherized agen-
cies whenever an Aadhaar
holder wishes o avail a cer-
fain gervice or benefit from
government schemes,



