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Face recognition will be must
for all Aadhaar authentications

Move To Provide QUICK QUERIES

Extra Security
Layer: UIDAI

Pankaj.Doval@timesgroup.com

New Delhi: The UnigueIden-
tification Authority of India
(UIDAI)has announced anew
measure thatseeks tomanda-
te facial recognition - by ta-
king on-the-spot live pictures
— for every authentication
that requires Aadhaar. Servi-
ces that most commonly use
Aadhar auihentication in-
clude issue of maobile SIMSs
(new or replacement), banks,
the public distribution sy-
stem and office attendance at
government offices.

Facial recognition will co-
meinasanadditional feature
along with the regular aut-
hentication process that
identifies an individual ba-
sed on fingerprints or iris
(eye) scans.

The measure is being imp-
lemented following ‘official
circulars’ by UIDAI(on June 19
and August 17) to Authentica-
ton User Agencies (AUAs),
Authentication Service Agen-
cies (ASAS), and certified bio-
metricdevice providers.

Failure io follow the pro-
cess will be treated as a crimi-
nal offence by authentication
agencles, punishable with
imprisonment and fine under

Which services require procured earlier?
Aadhaar facial recognition? At the moment, it will be
Prominent ones include sought only for new SIMs.
procuring new/duplicate With effect from Sep 15, at
SIM cards, during Aadhaar least 10% authentications will
‘;egsfﬁrigﬁ“ mﬂbnhafﬁoe be through facial recognition
ns and o
attendance systems at Will changes to face— through
govt establishments ageing, hairstyle change or
= growing/shaving beard -
Willit be a one-time process? | impact facial recognition?
Famql racognrtlo_n willbe UIDAI says that the systems
required every t_lme 0One uses processing the authentication
Aadhaar for verification are sophisticated and normal
Is it mandatory only for new changes will have no impact
SIM cards or even those on facial recognition
Section 42 and 43 of the Aad- SIM cards of telecom compa-
haar Act, 2016, sources said. nies. Telecom operators have
UIDAIsaid themeasureis beendirected that with effect
being used to provide an ad- from September 15 of this ye-
ded security laver, while also  ar, at least 10% of their total
making the Aadhaar process monthly authentication

‘more inclusive’. “Therehave
been numerous instances
where people have been ex-
cluded from Aadhaarauthen-
tication as their fingerprints
arewornoutduetooldage,or
since they are involved in ma-
nual labour or agriculture.
The use of facial recognition
will help include them in the
Aadhaar authentication pro-
cess,” UIDAICEO Ajay Bhus-
han Pandey told TOL.

Pandey said the new aut-
hentication process would be
rolled out “in a phased man-
ner”, and would initially be
mandated for providers of

transactions should be per-
formed using facial recogni-
tion. Any shortfallin transac-
tlons using face authentica-
tion would facea penalty,at20
palse pertransaction.

“Face authentication is
thelatest technology, and pro-
vides added security. After we
hit 10% of authentication
transactions, we will have a
review of any possible short-
falls that we notice in the sy-
stem or processes. Thereaf-
ter, we will expand, within te-
lecom and also to other servi-
ce areas where separate
instructions shall be issued

regarding implementation
of face recognition,” the Ul
DAICEO said.

Explaining how the new
system would work, he said
that whenever an individual
would seek authentication
based on Aadhaar, the autho-
rised machine/device being
used for the purpose would al-
so capture a picture of the fa-
ceof the individual.

The photo, along with the
fingerprint or iris scan, wo-
uld be sent to UIDAI, which
will verify the details on its
database, and thereafier send
a confirmationof theauthen-
ticity of theindividual (based
on facial and fingerprint/iris
confirmations). “Since face
photo is already available in
UIDAI database, there is no
need to capture any new refe-
rence data,” the June circu-
larof UIDAIsaid, adding that
“camera Is pervasively avai-
lable on laptops and maobiles,
making the face capture fea-
sible for AUAs without requi-
ringadditional hardware.”

The original UIDAI cir-
cular on the matter was is-
sued on January 15 this year
and had sought the integra-
tion of facial recognition
from July 1. Thereafter, the
same was extended to Au-
gust 1, after which it was de-
cided to go for a phased rol-
lout “due to non-readiness
of few device providers” to
givemachines that have face
recognition technology.



