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I CURSOR % Allrightsare limited, the point is to delineate the limits to invasion of privacy

For a Law to Protect Data

uchof the debateon wh-
ether a right to privacy
exists in Indian juris-
prudence misses the po-
int. Suppose the Supre-
me Court reiterates an earlier view
that such a right is implicit in the
rights tolife andliberty Will it invali-
date Aadhaar’s infringements of pri-
vacy? After all, no right is absolute.
The point is to have a separate priva-
cy law thatwould delineate thelimits
to curtailment of privacy and the
conditions in which any such curta-
ilment would be valid and legal.

The point is to lay down the rights
of the individual, information about
whom is gathered, the data subject,
in European Union jargon. The law
must also specify the obligation of
those who collect data to protect the
data they collect and prevent it from
doing harm. There must be amecha-
nismtosupervise theuseof dataand
tohold datacollectors and datausers
toaccount. The law must alsospecify
the penalty for violating the rights
and obligationsspecified withregard
topersonal data.

Aadhaar Links Citizens

Writing in the Economic Times Ma-
gazine, Abhishek Manu Singhvi po-
inted outthatanindividual’sright to
privacy is implicit in Indian law, by
virtue of India signing up to several
international conventions on hum-
anrightsthatinclude theright to pri-

vacyand becausethisright can bede-
rived from other fundamental rights
(https://goo.gl/ZKeMgG). Bul just
because the Constitution holds outa
right, it does not mean that it cannot
be infringed on various grounds.

The right to free speech cannot be
used to spread hatred, or the right to
assemble will not override a curfew
declared to prevent violence. A sear-
ch warrant will most certainly pre-
vail overtheright toprivacy Mereas-
sertion that the right to privacy is
part of the country’s legal guarante-
estoits citizens does not mean it wo-
uld contravene Aadhaar.

Some make a distinction between
invasion of someone’s privacy beca-
use there isreasonable ground to be-
lieve that he has committed a crime
and the systemic trespass into some-
one’s personal domain represented
by Aadhaar. This is less persuasive
than itmight seem at first glance.

Consider credit scores that are ge-
nerated by acredit-rating agency, ba-
sed on people’s credit history. A per-
son whodiligently services hisloans
gets a high score and those who de-
fault get poor ones. These scores are
extremely useful for a bank when it
processes aloan application.

The score is obtained by systema-
tically breaching a population’s data
privacy (an individual’s data is not
enough, it has to be put inrelation to
the credit behaviour of others). Sin-
ce banks lend their depositors’ mon-
ey, using a credit score to make a cre-
dit decision improves social welfare,
as compared to a situation in which
personal data remains inviolate and
creditscores donot exist.

The state disburses funds. These
fundsbelongtothepeopleingeneral.
If the funds are spent as intended,
andnotdiverted tolinethe pocketsof
influence peddlers, society itself st-
andsto gain. Aadhaarisof immense

Indians need a law to prevent misuse of their data by
not just the state but also by companies, and to gain
from the explosive growth in data in the near future

Ohdamn, it's a privacy law!

help in avoiding diversion of funds
from intended use to pockets of pow-
er brokers. The short point is that
Aadhaar represents a relationship
notjust between the state and the nu-
mbered, biometered individual but
among the totality of citizens, imp-
roving the utilisation of their collec-
tiveresources.

DataRevolution Afoot

But what about the potential for Aad-
haar’smisuse by the state? Will it not
increase its powers of surveillance
and control? This is a genuine worry
and must be addressed.

Even without Aadhaar, the pow-
ers of the state to spy on citizens are
immense and unchecked. If thestate
wants to eavesdrop on citizens or fol-
low them around, it just does. There
is no mechanism to hold it to acco-
unt. In the US, a court order isrequi-
red to invade the privacy of acitizen
in this fashion. And the agency that
conducts such acts is accountable to
the Senate committee on intelligen-
ce. In theory, an institutional mecha-
nism is in place to regulate the state
when it breaches a citizen’s privacy
and to hold it toaccount.

India lacks such an institutional

mechanism. An explicit law on pri-
vacy would be theplace tocreate one.
The law is required not only in rela-
tion to the state but also vis-a-vis
commercial entities, which collect
tonnes of personaldata. Absenceofa
lawthat calls for protection of the da-
ta they collect and for its benign use
is not so much a void as a pit full of
unknown menace.

India needs a privacy law not just
tohold harmat bay butalso to benefit
fromthe world's personaldata, tocor-
ner a chunk of the huge, emerging
data processing business. Personal
data from other countries will not
flow to India to be processed here, if
India does not have a specific law on
data protection and if the law is not
inlinewithsimilar laws in the count-
ries from where the data comes,

Artificial intelligence depends on
self-learning algorithms applied to
reams of data. If India is to be a vi-
brant member of the world of know-
ledge, it must have the capacity to
handle zettabytes of dataand laws to
protect them. Time we focused on
this, moving on from an existential
debate on the right to privacy.
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