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UIDAI chief: No breach of
data in Aadhaar theft case

Rohith.BR@timesgroup.com

Bengaluru/New Delhi:
The Qarth-Aadhaar data theft
case wastheresultof fraudat
the level of KYC User Agenci-
es (KUAs) and not any breach
in the data base of Unique
Identification Authority of
India (UIDAI), officials said
on Thursday:

The data was accessed by
the accused from e-hospital,
hosted by National Informa-
tics Centre(NIC), described as
the government’s “prime bu-
ilder” of e-Government / e-
Governance applications, po-
lice sources confirmed. Ac-
cording to sources, the fraud
came to the notice of UIDAI
during a random check by
their social media team. The
team found the e-KYC app
hosted by the accused, associ-
ated with the Qarth Technolo-
gies Pvt Limited, and alerted
its Bengaluruteam tofileapo-
lice complaint.

“TheKUAislikelytobear-
raignedastheaccusedno2,”a
source said. Abhinav Srivas-
tav, founder of Qarth Techno-
logies start-up, is the accused
no 1. UIDAI chief AB Pandey
said, “The UIDAI would like
to inform and reassure the
public that there isno breach
of any Aadhaar data and com-
promiseof individuals’ priva-
cy and securityinthiscase.”
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: ' \ | The fraud came to the notice of
UIDAI during a random check by
their social media team. The team
found the e-KYC app hosted by
the accused, associated with the
Qarth Technologies Pvt Limited,
and filed a police complaint

He said that the app was
trying to provide Aadhaar ve-
rification to the residents ba-
sed upon their own consent.
Pandey said that an inquiry
found that the residents were
using this app to download
their own demographic data,
like name, address, gender, af-
ter giving their consent thro-
ugh OTP received on their
Aadhaar-linked mobiles.

“Hence, alleged privacy
violations reported in some
section of mediaisnot trueas
no one could not get data of
anyother person through this
app,” hesaid.

The UIDAI chief said even
though residents were down-
loading their own demograp-
hic data, legal actions were
initiated against the owner of
the app since it wasnotautho-
rised to provide such services
tothepeopleand such actswe-
re criminal offence punishab-
leunder Aadhaar Act, 2016.

KYC User Agencies are
franchises contracted with

authenticating Aadhaar-
enabled services to Aadhaar
number holders with the con-
sentof thelatter. Accordingto
sources, there are at least 254
KUAs engaged by the UIDAI,
including government and
non-government ones.
Assumingacitizen goes to
amobile phone service provi-
der and gives his or her Aad-
haar number as identity pro-
of, the service provider would
be the KUA who will be aut-
henticating the KYC (Know
Your Customer) details. Once
thecitizen gives hisbiometric
(thumb print) or authentica-
tes himself through an OTP
thatcomestohismobile,thee-
KYCorthedemographicdata
from UIDATis passed ontothe
KUA,whichwill authenticate
whether the citizen’s Aadha-
ar credentialsarevalid ornot.
An UIDAI official said the
case was a lesson for KUAs to
protect the authentication ke-
ys given to them by Aadhaar
sothatitisnotmisused.



