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AADHAAR

There has been no Aadhaar ‘data leak’. The chances of that happening are almost zero

Don’tbe Scared of Numbers

Ram Sewak Sharma

4y here has been a concerted
' campaigninthelastfew we-

eks ‘exposing’ the Aadhaar

‘dataleak’. The impression

given in many sections of
themediaisthatsomething veryseri-
ous has happened and personal and
sensitive information of citizenshas
been hacked and leaked. This is sen-
sationalisation that makes a moun-
tain outof amolehill.

What really has happened is that
theinformationrelating to beneficia-
ries of various programmes of state
governments— already publishedon
the websitesof concerneddepartme-
nts — has been suddenly discovered
by some activists and exposed as a
massive data leak. The timing of the
‘discovery’ is also interesting since
the caserelating to Aadhaar is being
argued by the concernedparties and
issues of privacy are being debated.

For starters, Aadhaar is not a sec-
retorconfidentialnumber: It isaran-
domnumberbereftof any intelligen-
ce. It isjust anumber attached to an
individualinauniqguemanner. Asper
the Aadhaar Act, “An Aadhaarnum-
ber shall be a random number and
bear no relation to the attributes or
identity of the Aadhaar number hol-
der.” If Tgive my Aadhaarnumber to
you, youcan cause hoharmtome.

Secondly, biometric information
collected by the UniqueIdentification
Authorityof India(UIDADforensur-
inguniqueness hasbeen declared as
the ‘sensitive personal data’withinthe

meaningof IT Act. The Aadhaarnum-
berisnot a‘sensitive personal data’.
Finally, one shares her Aadhaar
number tomany agencies for getting
variousservicesandfacilities. Aadh-
aarnumbersareshared with the Indi-
anRailway Cateringand Tourism Cor-
poration for availing senior citizen
benefits in rail travel, with telcos for
getting mobile SIMs, with banks to
link bank accounts, andwith oil mar-
ketingcompaniestoget LPG subsidy.
Thus,eachof theagenciesisinpos-
session of Aadhaar numbers. Many
stateand central government depart-
ments are seeding various beneficia-
rydatabaseswith Aadhaarnumbers
to weed out duplicates and ghosts.
The Mahatma Gandhi National Rur-
al Employment Guarantee Act sche-
me, scholarships and pensions are
three such examples out of many.

No Numbing Numbers

Section 29(4)of Aadhaar Act prohibi-
ts the publication of Aadhaar numb-
ers except for the purposes specified
by regulations. The regulations also
reiterate this provision and provide
that no entity shall make public any
database or record containing the
Aadhaarnumbersof individualsun-
less they have been “redacted or bla-
ckedoutthroughappropriate means,
both in print and electronic form”.
Thus, if the authorities do publish
the information, the Aadhaar num-
ber should be eitherpartially or fully
masked in that publication.

The purposeof theserestrictionsis
that while Aadhaar numbers them-
selvesarenotconfidential, theirpub-
lication in variouspublicrecords will
makeiteasytocollate informationab-
out persons. Collation of data, unfor-
tunately, has become relatively easy
in the digital world even otherwise.

Now tolook at the issue from thean-
gle of the Right to Information (RTT)
Act. The broad objective behind RTI

If one applies for details of beneficiaries of a scheme
under the RTI Act, the authorities will have to provide
all the information, including the Aadhaar numbers

Boys and girls, it's just a unique number

istoensuretransparencyin the func-
tioningof publicauthoritiesandena-
ble social audit of various program-
mes. Under RTI, public authorities
are under obligation to provide the
information available with them un-
less the same has been expressly pro-
hibited under Section 8 of the Act.

Section 4 of the RTT Act mandates
every public authority to publish in-
formation inits possession ina digit-
al form. Specifically, Section 4(b)(xii)
mandates the publication of details
of beneficiaries of various subsidy
programmes beingexecuted by every
public authority. Hence, it should be
clear that the list of beneficiaries of
various programmes are being pub-
lished by concerned state governme-
ntsin compliance of RTI Act.

If a person applies for getting the
detailsof beneficiariesof anyscheme
underthe RTI Act, the public authori-
ties will be duty-bound to provide all
theinformation theyhave, including
the Aadhaar numbers. Section 8 ex-
emptionswillnot beable toholdback
the Aadhaar numbers.

Now the issue is: what constitutes
thedetails for the purposeof publish-
ing on websites? Should an Aadhaar
number be included in the details of
aperson? This is essentially a questi-
on of balancing transparency of pub-
licrecordsand privacy of individuals.

My personal view is that the last
fourdigits of Aadhaarnumbercanbe
published and thefirsteightdigitsbe
masked. This will satisfy the provisio-
nsof both RTIand the Aadhaar Acts.
However, to say that publication of
Aadhaar numbers by authorities co-
nstitutes a data breach, or data leak,
isfar from the truth.

Digits Safe in Digital Era
Thegovernmenthascategorically as-
serted thatnot evenasingleexample
existsof abreachorleak of datafrom
UIDAI As UIDAI keeps data encryp-
ted all the time with the highest en-
cryption standards, the probability
of leak isalmost zero.

Under RTI, governments have been
publishingdetailsof all kindsinclud-
ingbankaccounts (in case of MNRE-
GA workers) and Aadhaar numbers.
Further, now that the Aadhaar Act
hascertainprovisionsrelatingto the
publication of Aadhaarnumbers, th-
ere is a need to harmonise the trans-
parency requirementsof theRTT Act
with the privacy-related provisions
of the Aadhaar Act. The best way is
to partially mask the Aadhaar num-
bers before publishing them on a di-
gitalplatform.

The writerischairman, Telecom
Regulatory Authority of India
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