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New encryption key in Aadhaar
authentication devices from June

New Delhi, March 19: The
Unigque Identification Au-
thority of India (UIDAT)has
said all the devices using
Aadhaarauthentication will
have to adhere to its new
encryption standards froam
Junel.

The move is aimed at
adding another security lav-
er to the hardware at a time
when such devices are all
set to take the centre stage
in biometric-based digital
payvments.

“We have recently come
out with new specifications
and asked manufacturers
and vendors to go for STQC
certification as per the new
standards. We have advised
thatfromJune 1, thevshould
get devices on the new speci-
fications and that the exist-
ing devices should be up-
graded to the new norms,”
Ajay Bhushan Pandey, CEQ
of UIDAI said.

The UIDAI is the nodal
body responsible for rolling
out Aadhaar, the 12-digit
unique identification num-

We are continuously
trying to tighten the
security. We felt that
while the system is
secure, we want to
further improve the
security by building
one more layer.

AJAY BEHUSHAN PANDEY,

ber that identifies residents
based on their biometrics.
While more than 112 crore
Aadhaar have been generat-
ed in the country, the Aad-
haar authentications have
crossed 500 erore, and 100
crore e-KYC have been done
on the platform.

Pandey, however, empha-
sised that only those devices
thatwish touse Aadhaarau-
thentication, would have to
meetthe new standards.
Only such 'registered de-
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vices' that incorporate the
new specifications would be
allowed to perform Aadhaar
authentication.

¥We are continuously try-
ing to tighten the security
Wefelt that while the system
is secure, wewant to further
improve the security by
building one more layer. So,
if the device itself can be en-
crypted it will be harder to
break into the system,”
Pandey said.

Simplifyving this, he said

while two locks exist cur-
rently — one at the level of
agenevandanotherat UIDAT
—the new system will place a
third lock on the biometric
device itself. Pandey saidthe
UIDAThasbeen been intalks
with the device manufactur-
ers for almost 1.5 vears for
implementation of the new
specifications. In this peri-
od, Aadhaar has seen its
numbers swell both interms
of enrolment and authenti-
cation.

The Aadhaar daily auw-
thentications now stand at
almost 2 crore against 10
lakh about 1.5 vearsago.

“Unless they see demand,
no manufacturer will manuo-
facture as per vour specifica-
tion. Now manufacturers too
are showing interest..Thev
know whentheymake special-
ly designed biometric finger-
printscannertor Aadhaar and
put another lock as per
UIDATs requirement, it
will sell in the market. Hence,
they are open to the idea,”
Pandey said. PT1



