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‘Not one case of data leak from
UIDAI has beenreported yet’

BY PRERNA BARUAH -
CNBC-TVIB ..

Pandey, chief
executive of the
Unique Identity
Authority of
India (UIDAI), speaks in an
interview ondata security and
making Aadhaar mandatory
for a host of services. Edited
excerpis:
First, there hasbeen alot
of negative criticism
around Agdhaar in the
lastfew weeks, ratherin
the last few years. Aad-
haar advocates say that
this will definitely
streamline the system
and weed out duplicates
aswell as frauds, but crit-
ics are concerned about
datasecuritybreachand
alsoon privacy. What are
your comments on the
recent developments
around this and the cam-
paign that has been
going asfar as Aadhaaris
concerned?
What we would like to say is
that whatever data that iswith
UVIDAI is fully safe and secure.
One fact that I would like to
present to you is that ever
since we started
Aadhaar—Aad-
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an online search. Sohow
secure really is the Aad-
haar database? How do
youallay these concerns?
Let me explain, There are

.two parts to this whole prob-

lem. One is, as you know, the
database which is inside the
UIDAland asImentioned, no
breach has happened and we
are quite vigilant about it
because we can never say that
we are 100% and absolutely
secure. In the security world,
there is nothing called fully
secure and absolutely secure.

But you are saying that

thisis fool-proof?

It is secure as much as any
other contemporary system.
This is number one. Now, the
social media and the other
parts of the media, the story
that has come out that some
people’s personal data which
could include even the bank
account details, financial
information and including his
Aadhaar number, that was cut-
side the UIDAI system.

Let us say, suppose some-
body went to receive some
benefits or somebody went to
some school for getting school
admission, he wants to apply
for a scholarship. Now he has
togive some form of ID.

Now, because most people
have Aadhaar,
they may have

haar was started

on September 29, 2010—and
since then, we have given Aad-
haar to more than 113 crore
people. We have also started
authentication service where
you can give your Aadhaar
number and give your biomet-
rics and then our system will
tell yes and no.

Till now, we have done
more than 500 crore of
authentications, more than
100 crore of Aadhaar based.

" e-KYC (know your customer)
for various purpdses, for open-
ing bank accounts, for getting
SIM cardsand these things,

Now, not a single case of
dataleak from the UIDAI, data
breach from UIDAI not a sin-
gle case of identity theft or
financial loss has been
reported to us. So, this is the
only thing that I'would like to
say and then the people should
make a judgement whether
‘Aadhaar is safe or not.

T'o followup on this ques-

tion, you are definitely

saying that Aadhaar
database is absolutely
-secure, therewas aback-
lash on social medialast,

week over the online |

publication of personal

information, be it Aad-."

haar numbers to bank
account details and also
names and addresses.
Several privacy advo-
cates alleged that infor-
mation cellected by min-
istries, departmentsand
state governments are

readily available just by -

given Aadhaar
identity and also they have
given theirbankaccountnum-
ber. Publishing bank account
number is also an offence
under the Income Tax Actand
then the banking laws.
Similarly, publishing Aad-
haar number alsois anoffence.
So, what has happenedisinthe
overall scenario, some users of
Aadhaaraswell asthe financial
information they were not
very vigilant {about) and there-
fore, they published the list of
thebeneficiaries online along
with their names, addresses

-and Aadhaar number, bank |.

account number.

So, that is what the govern-
ment, last week, gave an advi-
sory.to all ministries of the

central government and also |

the state government saying
that please be vigilant, be
respectful to the privacy of
people and do not publish |
such data including Aadhaar;
including bank account details
and other things because we
need to respect the privacy of
the people whom you try to
serve,
But so far, data from Aad-
haar itself was never leaked.
Who has access to the
Aadhaar- database
because the Aadhaar Act
says that the information
will be disclosed at the
Centre’s orders if
national secarity is
threatened, but there is
no specific definition of
national security in the
Act itself. How do you
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really define that?

First of all, the Aadhaar
database access is defined only
intwo manners. Oneisthatifa
person wants to authenticate
and confirm hisidentity, then
he gives his Aadhaar number
and gives his biometric and
then he also gives consent to
the person who is collecting
this that Thereby give you con-
sent to collect my biometric
and also my Aadhaar number

¢ g0 that you can authenticate
from the UIDAl server. This is
one.

_Also, we have another kind
of service where you give your
biometric and your Aadhaar
number and we give the

-e-KYC information—your
name, address, photograph—
so that it will help you open

:bank accounts and in this
manner, more than 4.47 crore
-people have opened bank
“accounts through Aadhaar
e-KYC because they did not
have any other IDs. This is a
very important point.

However, there could be
some case where for national
security purpose, supposing
aocessmg to Aadhaar database

+ isrequited, then Aadhaar Act
prowdes averystringent con-
ditionwhich isnot there in any
other contemporary law.,

Forexample, in case of Aad-

-haar, if this data is required
without the consent of the

vindividual, then an order of a

- joint secretary in the ministry
of home will be required and

-before that order takes effect,
this order hasto be vetted and
approved by a committee
headed by cabinet secretary
and secretary of ministry of
information technology and
secretary of ministry of law,
such senior officers.

Theywould weigh whether
it isa case of national security
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ornotand in the national secu-
rity, if they decide that yes, in
certaincases, Aadhaar datahas
tobeshared, then Aadhaar Act
allows that.
My question iswhatisthe
scope of definition of

national security? In |

-what kind of cases does
this conform to? When
can the centreaccessthe
information of general
public?.~

The defihition of national
security, whether a case falls
into the overall situation of
national security or not, it will
be decided by the committee
headed by the cabinet secre-
tary.

What are the remedies
available to a citizen, if
you could really tell this
to our viewers ont here,
incaseofadatabreachof |
course, or a fraud? For
instance, money being
taken out from a bank
account, what is the
redressal system? Should
aperson go to the court,
file a police complaint or
come to you for
redressal?

I will give you an example.
Let us say suppose somebody
finds out that some money has
been withdrawn from hisbank
account. Basically, he should
go to the police and lodge a

complaint saying that my

money has been withdrawm
from my bankaccount and 1do
not know how the money has
beenwithdrawn, through the
debit card or credit card or
somebody forged the signa-
ture and then he withdrew the
nioney.

Now during the investiga-
tion, supposing if the police
comes to know that yes, itisa

_case of asignature fraud, then

in that particular case, police

will take a different course of
action, But during the investi-
gation if it is found that this
particular fraud was commit-
ted through Aadhaar number,
then in that particular case,
police will approach us and
take our approval under the
Aadhaar Act and we will give
approval in that particular
case.

So, the fact is that anyone
whois aggrieved by any fraud
first has to go to the normal
policeunder the Criminal Pro-
cedure Code (CrPC) and then
follow the due process of law.
Thelaw also provides thatyou
can go to court and then the
court can direct the police to
conduct investigation.

So, these are the options
available but as and when it
comes tothe notice during the
investigation that Aadhaar
data was used to commit this
fraud or commit this offence
then at that particular time, if it
is a violation of Aadhaar Act,
they can come to us and we
will give approval.

Wouldbringing perhaps

aprivacybill settle some

of the data security con-
cerns? Is there some-
thing in the making;, has
the govérnment inter-
nally discussed on the
way forward and how to
tackle the privacy con-
cerns? Of course as yon
said it 1s very much
secure, but any privacy

bill? .

There are two parts to the
problem, one is the privacy
relating to Aadhaar. So, far as
the Aadhaar Actisconcerned,
this whole privacy protection
features have been inbuilt into
the Aadhaar Act itself. For
example Aadhaar Act Section
29 describes what privacy pro-
tection measures are there.

Section 29 says that your
core biometric cannot be
shared with anyone for any

. reason whatsoever. Supposing
if somebody comes and says
that I-want the biometric of
this person, even if the resi-
dentsaysthatI have no objec-

- tionifmybiometricisgivento

this person, we will say no.
Aadhaar core biometric can-
not be given to anyone.

If any agency has collected
Aadhaar number, he has to
take his consent that we want
to have your Aadhaar number
because we want to give you
some service.

At the time of collection of
Aadhaar number and biomet-
ricthat agency hasto disclose
the purpose for which Aadhaar
number is being collected.
Then this Aadhaar"number
can be used only for the pur-
pose which was disclesed to
that resident.

In case if there is any viola-
tion then again it is a serious
offence under the Aadhaar
Act.

The Aadhaar Act also says

that Aadhaar information,
Aadhaar number and other*
details cannot be published
online, Ifanyonedoesthathe,
is committing an offence, So,
thatis precisely the point, that
in the social media that you,,
talkeéd about in the begirning
some people were inadvert- .
ently publishing this data
along with name and other
details and we told them that
this is technically an offence
and please don’t do thisother-
wise tomorrow you will have
tofaceaction.

The government’s deci-
sion to make Aadhaar
mandatory for a host of
services including filing
of the Income Tax
Returns now has been
criticised by not only
experts but alse the
opposition which says
that the centre has
unconstftutionally
bypassed the Rajya
Sabha and disregarded
the Supreme Courtorder
that has called for Aad-
haarnotto be mademan-
datory. So, thisleaves cit-
izens with no option but
toenrol. Whyls there an
extreme hurry to nan-
date Aadhaar in termsof
these kind of services?

Aadhaar Act was passed by
the Parliament last year and
then it has been notified by the
government in September last
year. So, ithasbecome thelaw
of the land. What does thislaw
of land say?

The law of land says, and
which is passed by the parlia-
ment, that if government -
wants to give any service from
the consoclidated fund of India
or benefits or subsidy from
consolidated fund of Indialike
scholarship or PDS (public dis-
tribution system) benefit-or
MNREGA (Mahatma Gandhi
National Rural Employment
Guarantee Act), housing or
various health benefits, in all
these programmes themoney
comes from the consolidated
fund of India, so the govern-
ment can say that Aadhaar is
required.

However the government
alsorecognises that not every-
one in the country even today,
even though we have given
Aadhaar to more than 13 crore
people, still there could be a
very few people who may be
left out and there is nojustifi-
cation for denying them the
benefit just because they have
not beenable to enrol for Aad-
haar

? Therefore the provision of *
giving ani alternate means of
identificationstothosewho do
not have Aadhaar is prowded
in the Aadhaar Act itself.

So, what Aadhaar Act says,
that if anyon® wants benefit
from the government then he
has to give Aadhaar and if he
doesn’t have Aadhaar then he
should try to enrol for Aad-
haar,

Till he is able to enrol for

*Aadhaar and till he is given

‘Aadhaar number from the
UIDALI the benefit shall be
given by the concerned
department through the alter-
nate means of identification
without an Aadhaar card, that
isthelaw of theland.



