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‘The biggest privacy risk that
you have is your smartphone’

.

BY ANIREANSEN
feedbackg@iivemint.com

BENGALURU

he last few weeks and
months have witnessed a
steady stream of negative
news surrounding Aad-
haar, the government’s
unique identity number programune, with
wide-ranging concerns being raised on
thesecurity of the system and the poten-
thlleakage of Aadhaar numbers by gov-
emmentd Th
also received flak for making Aadhaar
mandatory for filing income tax returns.
Then th h .

ilself—the A B
frp aarD o
schemewas as high as 36%in Telangana,
asreported by Mint in April. In an inter-
view, Infasys co-founder and former
Unique Identification Authority of India
(UIDAD chairman Nandan Nilekanl, the
creatorof. Azdhzlr d.\spelled mostofthe

NCETNS: haar, especially

<ol
around the security nf lhe system, but

b

improve, while calling for the creation of
adata-protection and privacy law. Edited
excerpls:
How big a problem 15 the current
situation with thelack afaprivacy

law?

I'm very clear that India needs a very
meodern privacy and data-protection law.
And I'vebeen saying this far longer than
mast peaple. Sometime in May of2010,1
wrote to Prime Minister Manmohan Singh
that we should have a privacy law. And I
followed Lhat up. Iasked Rahul Matthan
(partnerat Trilegal and a Minz columnist}
and he helped. He worked with the

. came out with a draft law and subse-

quently therewas a committee under Jus-
tice A.P. Shah, and one of my colleagues
(@tUIDAD Ashok Pal Singh wasa member
of that committee. They contributed to
the framing of the principles.

The only issue T have with the current

narrative is, why should Aadhaar be sin: |

gled out asa reason for the law? The big-
gest privacy risk that you have is your
smartphone. A billion people will have

I rd, their con-

work nroundAndhnar’
Wenerdtoh:

pens when datais accumulated which is

whati in

in thc system who will take it fm—ward It

versationswill be: recorded their messa-
geswill be read, their location can beiden-
dfied with the GPSor the triangulation of
the towers on a real-time basis. So, for 24
hoursa day, you knowwhere apersonis.
Usingall the accelerometers and gyrome-
ters on the phone, you can actually make
outifsomeoneisdrunk or not. Thekind of
in(rusnon of privacy that the smartphone
Aad-
haarisa —itis cpisoic, for

andthal dataisa black box. Nobody knows

ything, Therearealotof i what'shappening with thatdata. And on

mkeholdcr interests inside the govern-
ment—so, it requires someane to cham-
pion itand leadiL In any case, we needa
very modern data-protection law—data
generation has become so huge now; all
the current con'structs of data laws were
designed 10-15yearsago. [fyou lookat the
work happening in Europe with lhe gen-

topofthat, you have black-bax algorithms
operating, which iswhat is happening. We
have no idea what algorithms are being
used today to feed you news orwhatever.

(R

de when they do an eKYC (electronic
Know YourCustomer, a process of verify-
ing the identity of customers) with the

number. That i

PRADEEP GAUR/MINT

card. So, four very different uses of one

platform,
The first use hasa used case in both
Inbenefits,

surveillance makes nosense. The nalure
of surveillance requires you to collect
data. This does not collect data.
Butthenwhy hasAadhaar become
all-pervasive? Why Is Aadhanr
belng made mandatory for every-
one?
No, there’s a realigation that we have
this extrac transformation in gov-

emancep) ng:

i

this
All the goals that we've identified are all
the thingsthat i mpmvegwemance mak-

evasion; making sure lhal a person has
done a proper KYC reduces criminality
and terrorism; ma!dng sure thxlaperson

driver”
iertoenforce lhe rules of the road, which
makesit safer for you and me totravelon
the roads.. So everything that has been
done is being done to ensure that it
enhancesthe quality of govemance, Now
if the concernisof privacy, I've made my
positionclear.

In everything in life, there's always a
trade-off between privacy and conve-
nience. There's no absolute privacy,
there's no absolule conv enience. In our
view,

system to

individuals and society far outweigh the

inconvenience ar the risk. Everything in

life isa risk. You always see how you bal-
th But

huge, it'sworthanything—and obviously
theaobligation ofthe Aadhaar system isto

lyand

nobodyl
evolves, you make things better and safer.
Withinseven years of itslaunch, the Aad-
haarsystem hasrnada a remarkable leapin
terms of its security and privacy and it will
keep lmpmvmg Techmlogy does not
come through It
hasta evolve,
Speaking of evolution, what are *
some of things thatstiill need tobe
fixed in the system?
One, lagree we needaprivacy law, cov-
ering everything. Secondly, we need to
(the concept of)
devices as soon as possible. The first

. launchisbyJune... Also, the Aadhaarlaw

alreadyp b h

Aadhaar number cannot display the num-
berorpublish |L sothatenforcement has
tohay W

ously enforced, The Aadhaar lawisa very
good law—in fact, the Aadhaar law has
more privacy kind of details than most
laws have. ButIagree we needan overall

Thatiswherethe rlsks are. data-protection and privacy law which
What fadat; including
breach? Unlike a credlt card, one | paniescollecting datain India, 1m:|udmg
cannot black the A, card. drones, f Things,

eralized data protection
which come inte el'fcc( next year, it was

pre-bigdata. So, howdo

instance, whenI goand open an account,
ete.

The second big privacy risk that we
haveare CCTV camn-

we drsxgn it (aprivacy law)so thatitoper-
atesinthis massivedata which is coming
out of sensors, phones, etc? We need o

rethink the entire

eras—there doesn't concept.

seem 0 be alaw on . These {(current)
these things. Ev{cry 6 lawswtere designed
mall, every retailer, foradifferentera.
A e Thedsarcalzston (o™ i
railway station, that we have this around how Aad-
every airport, every i haar ks facilltating
hotel has a CCTV extraord\nary the creationofan
camera. And now, transformation in Orwelllun sort of
wehave CCTV com- survelllance
bined with face rec- governance siate...

ognition technol-

platfiorm—so,there 1s

Again, this is

Ithinkthe system i y
well-designed. It's not an online system
thatis exposed to the Internet. When the
enrclment happens, the packet is
encrypted at source and sent, so that there
can'tbeaman-in-the-middle attack. And
whenth ion happens, lhaln

your emails, smartphanes, ete.
Bui doesn’t the system need to be
held accountablein the event ofa
breach of data? Thatd: 'tseem

youwant to eliminate ghasts and dupli-
cates. Youwant tomake sur¢thereare no

ppen.
userof this, whetherit'sthe government
or the private sector, follows the taw for

etc, We"
thevalueaf h that

ly seen

of the Aadhaar number.

ment has got. The government h;\s said
that the savings is somewhere dround
Rs49,000 crore. The totalinvestment in
Aadhaarisarolind Rs8,000-9,000 crore.
Theimpact is there tobe seen.... a variation
ofthe duplicate problem isin documents.
India has 250 mlllmn PAN (cards). And
paying laxes.

tobe happening—for instance, alot
of things are being done in the
name of | ri

1 rypted—
inal data, but to a digital minutiae. The
point is that the system is very, very
secure. So, ilthe obj

ty.
Everywherein the world national secu-
rity exceptions are Lhere Everywherein

only
\Vhy should there be 250 million PAN
[cards) and only 40 million taxpayers?
Many people have
taken PAN for ID
proof. Bur even

theworld, th privacy
fy guys feel

tion, then you should net have clouds.
Clouds are also centrallzed mexy\hmx

that if there is a criminal action, mey

when
the people who
have PAN for 10,

should getacoess. Now,most

back topen and paper,
Thepoint xslhz( on Azdhazrau!henlr

cation, a

th let'sall go

security, the. ah:l-
lty 1o access very specific information—
w}uch is provided for i in the Aadhaar faw.-.

which

that make it even more secure because
UIDAI has over the past couple of years
come out with an architecture that is

unncszuvc activity, everyoneshonid get
together and get the (privacy) law passed,
which xsapom’nvc activity.

ogy. another attempt to | called devices. Giver the past
Thirdly, we have the wili ngness ouse cnum.e and(create) | devices have level-zero and level-bne. few wccks and months, isthe Aad-

the Internet compa- this platformi to Aad- | Level-zero is software-based and level- | haar Law In need of an overhail?
niesand data collec- achieve more haar is an instru- i b what Does the legal framework around
tion. Indians are ment of mass sur- | is is (hal i is now Aadhaarneedioh to
essentially giving veillance. [('s com- | becomingcommon toevery phone, When ensure that the scope of the pro-
data to companies plete nonsense. | you're using your phone, you're giving gram {snotabised?

that are essentially Yoursmartphoneis | your biometric to some company. For The Aadhaar law which was passed in
unacconntable to a much better tool | example, ifyoulook at thelatest Samsung | 2016 governs the UIDAI's authority,
Indian law and that ‘ forthegovernment | Galaxy 8, it has something called Fort | which as1said hasbetter privacy protec-

dataisaftenshared with foreign govern-
ments as we have scen, time and again.
Therei . :

todosurveillance than Aadhaar. Because
Aadhaar by nature is episadic. I open a

with foreign governments, than their own
government.

‘Then thereare drones, or the Internct
of Things, with sensors everywhere col-
lecting data on you. So, whenyoulook at
it, there is a data tsunami that is coming
due toa variety of things—(it has) nothing
todowith Aadhaar as such. Given that, we
should
law which is an umbrellalaw, which looks

once inawhile.Ibuy aSIM
card once in a while. If Tuse it far pay-

Knox—it'sa securezone. So, secure hard-
inetob dard

BOing
in most of these—and this is military-
grade security. So, in hardware-based reg-
{stered devices. the bi . :

tion than any vther law that ] can thinkof
and it has a lot of checks and halances.
That's one part. Then therc’s the use of
Aadhaar whn:h mdonebyo!her laws. For

ments, [use forl
usc other means of authentication. So, 1( s
nat really surveillance. By definition, a
surveillance systern is collecting data
about you. The Aadhaar system does not
collect data,

Rut there's ne limit

tion details are captured and encrypted
there itself. So that makes it even better
and

the Reserve Bank of India can say that all
paymenttransactions should be only on

of data the system can collect on
Individuals...
As far as the Azdhaar system is con-

atallthese phenomenaand certainly Aad-
fAadhaar sh

cerned, whate lim-

ofthat.
Thal‘s perfecuy fmcfbut people are
ifA;

we should have a privacy law That's
whereIhave aproblem. We have afarbig-
gerrisk today from a cell-phone than Aad-
haar,

ited yA:rL
haar authentication, the Aadhaar authen-
tication does not even know for what
purpose that authentication has hap-
pened. It hasbeen deliberately designed
like (hal Supposcluseittodo afinancial

example, i theysay Aad-
Taar should be ‘mandatory for PAN (per-
‘manent account number) Card. That'sgot
nothing todo with Aadhaar, that'salegal
prdvision in another law.

There arebroadly: urpuxpcsmtothe

There’s also a perceptionofa gen-

erallack of transparency in terms

of sharing concrete data from the

UIDAIon how the system hasdone

miore good than harm.

As far as 1 know, every RTI (request
under the Right to Information law) has.
been mspondedxo‘ uut Ithink the Aad-

h lcvel So,it'sacor- | use of Aadhaar: first, the feature of Aad-
d | haar,whichisuni 1 dh
more secure. noother system, isthat it givesa unique ID

across a billion people—you can be sure
that somebody does not have more than
one II); second, Aadhaar is used to do
directbenefit transfer by sending money
tothe Aadhaar number which inturn is
linked to a bank where your account is;
third, Aadhaarisasan online authentica-

id th th use of Aadhaar

&

P of numbers and pre-
ventingleakages have heenamas-
sivelssue...
L know the government has sent 2
toeve! If: dy hasdone
it, they oughtnot tohave doneit—there's
alawfor that.
Evenwith thesekindofchecksand
balances, why are so many cun-
cerns being raised on the security
ofthe system?

It's very safe.
Security isan ongo-
ing thing. You have
to keep improving
and getting better.
You have to keep

duplicale "ll‘:\“N Instead of a([aCK'\ﬂg :\T:rel%!;he“;:;ds l;:
(cards). The reason Aadhaar, whichis a UIDAD are aware of
e egesmvy o
evade taxes. Dut everyone should get lowed here, the
giendiar ogotnerandgelthe 2, e
cate PAN numbers (privacy) law passed, of 1I5M (hardware
you're actually security module}—

‘making sure that a
guy has only one
PAN number and
that will help in
eliminatingtaxeva-
sion, so that’s a
good social pur-
pose.

Similarty, Aad-

which IS a positive
actvity

3

all these are way
-abuve what we've
seenanywhere. You
saw what happened
with debit cards in
India—there (the
breach happened
and wasn't noticed
for. IntheAadhaar system, we've,

haar-eKYC actually came out of a

Supreme Courtdecision. Now, In Lheold

days, you used to submit a copy of your

passportor anID proof, togcmSlMc:rd.
f

caught these guys within 24 hours. The
pointis, as 1 said, I keep get
ting better.

Several experts on securily have

Naw, that’s even more uns
that fellow now has all your dala. Scc
ondly, l0other peaple will gel a SIMusing
your details —you don’t know,

said Aadhaar can be breached.
There’s also & general sense that
the UIDAI is heing reluctant to

Eventhough wi phones,
‘wehave about 600 million unlque users,
is ; my estimate. And even In that, how
mnny of them havegivenagenuineiDto
getaphone? 1don'tknow. Th

-Invite peupl

rity or point out flaws.

1want toknow which government sys-
tem has been as open as UIDAT has. The-
kind of ion that we have put

is plaving out with driving licences.
Buttherelsstillconcern aroundall
thisdata belngccn!mllzed.‘
No, the dm is: ncn. inone syslem—lhat s

out right from day 1, design documenta-
tion, architecture docurnentalion, stan-
dards, cte—it's incredible.

When somethlng 1sbullta(scalc there

syslcms Thc Aadhaar number is in the
PAN database, The PAN numberisnotin

Andifthere
are any gaps, they have to be addressed.
That's how we move forward.

inabank, the bank haar isasan ic KYC where [ g:ve per- | the A:dhnr datzblse lhat s the point, But when it’s 2 motivated campaign
Why are w eluc- | financial butth h ces, a],)e'ecmllyvlmhL rdk i mission tothe Aadh have any dai ingelse, then
tance from the government in | tem does not know. It's devices, will make it fe. The | my Iget dalﬂ. “This is a conscious design choice, | youhavetodeal withitdifferently. 'mall
termsofcreating thislegal frame- | designed like that. Real hap- | Aadhaar taw limit ' aninstantbankaccount oraninstanlSIM | which s why tosay that thé systemisfor | forleaming and reforming.




