UIDAI brings
‘registered devices

for safer Aadhaar

fe Bureau
Mew Delhi, Feb 24

HILE the Unique
‘ ; i ; Identification Au-
thority of India

{UIDAT) has filed a eriminal
complaint against Axis
Bank, Suvidhaa Infoserve
and eMudhra for allegedly
storing biometries and us-
ing them in an unautho-
rised manner, it plans to
bring in even more safety
features to further secure
the system.

In each ecase of atransac
tion where an Aadhaar-au-
thentication request is
made to UIDAI, an
SMS/email alert is sent to
the subscriber — in case of
a false transaction, this
alert allows subscribers to
escalate the issue to either
the bank or UTDAT.

UIDAI officials say that
while an alert was sent
in the Axis/Suvidhaa/-
eMudhra case, as the per-
son doing the transaction
did so using his ownbiomet-
rics, he did not escalate
theissue.

While this fail-safe
makes the system secure,
apart from the very high
level of encryption of data
— while most data is en-
crypted at 128/ 256 bits, Aad-
haar information uses 2048
bit encryption — UIDAI
officials said they are bring-
ing in additional features.

For the last few months,
UIDAI has been working
with vendors of biometric
capture devices to get them
to ‘register’ their devices
with it and to install an Aad-
haar-encryption key in the
hardware itself — among
other things, this ensures
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the biometric data used is
‘raptured live’ and is not
stored data; it also allows
more traceability, analytics
andfraund management.
Last month, it was noti-
fied that, after May, no data
requests will be entertained
it they come from ‘unregis-
tered devices’ — existing

PN

Forthe last few
months, UIDAI has
been workingwith
vendors of biometric-
capture devices to
get themto ‘register’
their deviceswith it
and toinstallan
Aadhaar-encryption
key inthe

hardware itself

biometric devices, such as
those in ration shops al-
ready, are to be upgraded
through software right now
and those bought in the fu-
ture must have the neces-
sary pre-installed keys.
Since most existing bio-
metriccapture devices,
such as those in ration
shops, are used for low-val-
ue transactions, a software
upgrade is seen as all right
for now. All AadhaarPay de-
vices, to be used for cash
transactions, are going to
have the enhanced security
features,officials said.



